
PDF Malware Detection Using Ensemble
Learning

by

G.M. Sakhawat Hossain

Roll No: 19MCSE005P

A thesis submitted for the partial fulfillment of the requirement for the degree of

MASTER OF SCIENCE IN COMPUTER SCIENCE AND ENGINEERING

Department of Computer Science and Engineering(CSE)

CHITTAGONG UNIVERSITY OF ENGINEERING AND
TECHNOLOGY

Chattogram-4349, Bangladesh

September 10, 2024



CERTIFICATION

The thesis titled "PDF Malware Detection Using Ensemble Learning" submitted by
G.M. Sakhawat Hossain, Roll No 19MCSE005P, Session 2019-2020 has been accepted
as satisfactory in partial fulfillment of the requirement for the degree of MASTER OF
SCIENCE IN COMPUTER SCIENCE & ENGINEERING on

BOARD OF EXAMINER

1. ________________________________________________
Dr. Kaushik Deb
Professor
Department of Computer Science & Engineering
Chittagong University of Engineering & Technology
Chattogram- 4349, Bangladesh.

Chairman
(Supervisor)

2. ________________________________________________
Dr. Abu Hasnat Mohammad Ashfak Habib
Professor & Head
Department of Computer Science & Engineering
Chittagong University of Engineering & Technology
Chattogram- 4349, Bangladesh.

Member
(Ex-Officio)

3. ________________________________________________
Dr. Muhammad Ibrahim Khan
Professor
Department of Computer Science & Engineering
Chittagong University of Engineering & Technology
Chattogram- 4349, Bangladesh.

Member
(Internal)

4. ________________________________________________
Dr. Asaduzzaman
Professor
Department of Computer Science & Engineering
Chittagong University of Engineering & Technology
Chattogram- 4349, Bangladesh.

Member
(Internal)

5. ________________________________________________
Dr. Md. Nazrul Islam Mondal
Professor
Department of Computer Science and Engineering
Rajshahi University of Engineering & Technology
Rajshahi- 6204, Bangladesh

Member
(External)

i



Author’s Declaration of Originality

I hereby certify that I am the sole author of this thesis. All the materials used, references to
the literature, and the work of others have been referred to. This thesis or any part of it has
not been submitted elsewhere for the award of any degree or diploma.

Author: G.M. Sakhawat Hossain ......................................
(signature)

Date:

ii



It is my genuine gratefulness and warmest regard that

I dedicate this work to my beloved
Father and Mother

iii



Table of Contents

List of Figures vi

List of Tables viii

List of Algorithms ix

Terms and Abbreviation x

Acknowledgement xi

Abstract xii

1 Introduction 1
1.1 Objective . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.2 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.3 Application . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.4 Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.5 Research Questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.6 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.7 Organization of the thesis . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2 Literature Review 7

3 Proposed Methodology 11
3.1 Dataset Development . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

3.1.1 PDF Sample Collection . . . . . . . . . . . . . . . . . . . . . . . 13
3.1.2 PDF Sample Selection . . . . . . . . . . . . . . . . . . . . . . . 13

3.2 Extraction of Standard Feature Set . . . . . . . . . . . . . . . . . . . . . 14
3.2.1 Features of PDFiD . . . . . . . . . . . . . . . . . . . . . . . . . 15
3.2.2 Features of PDFINFO . . . . . . . . . . . . . . . . . . . . . . . . 17
3.2.3 Features of PDF-PARSER . . . . . . . . . . . . . . . . . . . . . 18

3.3 Derived Features . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
3.4 Selection of Machine Learning Model . . . . . . . . . . . . . . . . . . . 22
3.5 Final Feature Set . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

4 Implementation 24

5 Experimental Result Analysis and Evaluation 25

iv



Table of Contents

5.1 Performance Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
5.2 CASE I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
5.3 CASE II . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
5.4 CASE III . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
5.5 CASE IV . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
5.6 CASE V . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
5.7 Human Interpretation and Rule Discovery . . . . . . . . . . . . . . . . . 47
5.8 Performance Comparision . . . . . . . . . . . . . . . . . . . . . . . . . 56
5.9 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58
5.10 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

6 Conclusion 60

7 Future Works 61

Bibliography 62

Appendices 67

Appendix A 67

v



List of Figures

1.1 A sample PDF’s structure. . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.2 Cyberattacks based on various file types throughout the year 2023 [8]. . . 3

3.1 Proposed architecture for malicious PDF detection. . . . . . . . . . . . . 12
3.2 A sample screenshot of PDFiD features. . . . . . . . . . . . . . . . . . . 15
3.3 A sample screenshot of PDFINFO features. . . . . . . . . . . . . . . . . 17
3.4 A sample screenshot of PDF-PARSER features. . . . . . . . . . . . . . . 19

5.1 Random Forest model ROC curve comparison on the usual feature set F1. 30
5.2 Random Forest model ROC curve comparison on the usual feature set F2. 31
5.3 Random Forest model ROC curve comparison on the usual feature set F3. 32
5.4 Random Forest classifier’s mean accuracy vs subset of top features from

the derivative set of features F ′
1. . . . . . . . . . . . . . . . . . . . . . . 34

5.5 Random Forest classifier’s mean accuracy vs subset of top features from
the derivative set of features F ′

2. . . . . . . . . . . . . . . . . . . . . . . 35
5.6 Random Forest classifier’s mean accuracy vs subset of top features from

the derivative set of features F ′
3. . . . . . . . . . . . . . . . . . . . . . . 37

5.7 Random Forest model’s accuracy curve on the final set of features based
on 10-fold cross-validation. . . . . . . . . . . . . . . . . . . . . . . . . . 38

5.8 Random Forest model’s loss curve on the final set of features based on
10-fold cross-validation. . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

5.9 Random Forest model’s ROC curve on final feature set based on 10-fold
cross-validation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.10 Random Forest classifier’s mean accuracy vs top subset of features of the
combined set of features. . . . . . . . . . . . . . . . . . . . . . . . . . . 43

5.11 Feature importance score of best features from the set of final features. . . 44
5.12 Headerlength attribute distribution in the functional dataset for both mali-

cious and benign PDFs. . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
5.13 Malicecontent attribute distribution in the functional dataset for both mali-

cious and benign PDFs. . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
5.14 /JavaScript attribute distribution in the functional dataset for both malicious

and benign PDFs. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
5.15 Filesize_kb attribute distribution in the functional dataset for both mali-

cious and benign PDFs. . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
5.16 Obj attribute distribution in the functional dataset for both malicious and

benign PDFs. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

vi



List of Figures

5.17 A decision tree constructed from the Random Forest classifier’s estimators
to detect malicious PDF . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

5.18 This is a visual representation of the decision plot for a specific instance
belonging to the Benign Class using SHAP values. . . . . . . . . . . . . 51

5.19 This is a visual representation of the decision plot for a specific instance
belonging to the Malicious Class using SHAP values. . . . . . . . . . . . 52

5.20 Tree index vs number of decision rules. . . . . . . . . . . . . . . . . . . . 53

A.1 Final feature set, accuracy by feature importance threshold. . . . . . . . . 69
A.2 Learning curve of RF on the final feature set . . . . . . . . . . . . . . . . 70

vii



List of Tables

3.1 Gathered PDF documents considered in this study. . . . . . . . . . . . . . 13
3.2 Chosen PDF samples for our functional dataset. . . . . . . . . . . . . . . 14

5.1 A 10-fold cross-validation study of machine learning algorithms on the
standard feature sets F1, F2, and F3. . . . . . . . . . . . . . . . . . . . . 28

5.2 Importance score of standard feature sets F3, F2, and F1. . . . . . . . . . 29
5.3 A 10-fold cross-validation-based investigation to show Random Forest

classifier’s performance improvement while using derived feature sets. . . 32
5.4 Importance score of derived feature sets F ′

3, F
′
2, and F ′

1. . . . . . . . . . 33
5.5 List of selected features of the final set of features. . . . . . . . . . . . . . 36
5.7 A 10-fold cross-validation-based investigation to show Random Forest

classifier’s performance improvement while using the final set of features
for detecting PDF malware. . . . . . . . . . . . . . . . . . . . . . . . . 37

5.8 Effect on the performance of the Random Forest classifier for PDF malware
detection on both the feature set devoid of derived features (i.e. F1+ F2+
F3) and the combined feature set, as determined by 10-fold cross-validation. 41

5.9 Top feature’s importance score of the combined set of features in reverse
order. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

5.10 Random Forest classifier’s crucial decision rules for identifying safe PDF. 54
5.11 Random Forest classifier’s crucial decision rules for identifying malicious

PDF. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
5.12 Comparing our findings to numerous previous research investigations for

malicious PDF detection. . . . . . . . . . . . . . . . . . . . . . . . . . . 57

A.1 p-value of derived feature set F1’, F2’, and F3’ (p-value < 0.01). . . . . . 68
A.2 Implementing our method utilizing the data of [1], [4], [34], [46]. . . . . . 71
A.3 Implementing the method of [1], [4], [34], [46] using our dataset. . . . . . 71

viii



List of Algorithms

1 Algorithm For Generating Final Feature Set . . . . . . . . . . . . . . . . . 22

ix



List of Terms and Abbreviations

PDF Portable Document Format
Maldoc Malicious Document
Malicecontent Malicious Content
AdaBoost Adaptive Boosting
DNN Deep Neural Network
GBC Gradient Boosting
KNN K-Nearest Neighbors
SVM Support Vector Machine
ROC Reciever Operating Characteristic

x



Acknowledgement

I am grateful for being able to convey my appreciation to those whose unwavering as-
sistance and support enabled me to successfully complete my thesis on PDF malware
detection using ensemble learning. I am very pleased to express my sincere respect and
profound gratitude to my supervisor, Prof. Dr. Kaushik Deb, for his intellectual direction,
instruction, helpful feedback, valuable recommendations, supervision, encouragement,
tireless support in all stages of the research work, and in the preparation of the report
manuscript. Without his pedagogic supervision, sincere assistance, unwavering focus, and
constructive critique, this report would not have been completed. Also, I express immense
gratitude to Prof. Dr. Iqbal H. Sarker for his exceptional guidance, instruction, constructive
feedback, unconditional support, and invaluable insights. I am deeply appreciative of
the esteemed examination board members’ invaluable recommendations, constructive
comments, and heartfelt sentiments.

I am immensely appreciative of the faculty members and personnel of the Department of
Computer Science and Engineering at CUET for their assistance. I would like to express
my gratitude to my friends and several students of CUET for their invaluable aid in making
this effort possible.

I want to extend my heartfelt respect and genuine gratitude to my parents for their invalu-
able collaboration, insightful recommendations, selflessness, and warm encouragement
throughout my professional journey.

Finally, all glory to the Almighty since He is the one who gives me the strength and courage
to complete the task and reach the objective.

xi



Abstract

Since Portable Document Format (PDF) is one of the most common file types, scammers
put damaging code into people’s PDF files to get into their computers. Standard solutions
and methods for identifying PDF malware are often insufficient to stop it completely. This
is because PDF malware is very flexible and does not rely on a single set of traits. This
work mainly aims to identify PDF malware quickly and effectively so that the problems can
be addressed. To achieve the objective, initially various benchmark datasets were combined
to generate an extensive dataset consisting of 15958 PDF samples, which considers the
many types of behaviours exhibited by the samples, including non-malevolent, fraudulent,
and deceptive behaviours. Three widely recognized PDF analysis tools (PDF-PARSER,
PDFINFO, and PDFiD ) were employed to extract notable attributes from the PDF samples
in the recently compiled merged dataset. Additionally, several types of derivations of
traits were developed that have been shown through experimentation to help diagnose PDF
malware. A technique was devised for constructing a highly effective and comprehensible
set of characteristics by conducting a thorough empirical analysis of the retrieved and
deduced features. Various standard machine learning models were examined which showed
that the Random Forest classifier when using the final feature set, achieved an increase
in accuracy of approximately 2%. In addition, the model’s explainability was showcased
through the creation of a decision tree that produces rules that can be easily understood by
humans. Finally, a comparative analysis was conducted with prior research that helped to
highlight several significant findings.

Keywords: PDF Malware, Machine Learning, explainable AI, Data Analytics, Cybersecu-
rity, Decision Rule, Human Interpretation.
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Chapter1
Introduction

In the modern era of technology, most of our activities are performed online, thus rendering
it crucial to safeguard our data, information, and applications from various cyber attackers
who constantly create new malicious programs and attacks to disrupt the system [1].
Although security measures have been continuously enhanced, PDF files continue to be
a popular method for adversaries to disseminate malware and carry out their attacks [2].
Malware is a malicious program that is primarily designed to harm computer resources.
Likewise, PDF malware refers to a PDF that is infected with malicious code. PDF
malware can cause various harmful actions, such as establishing hidden doors, stealing
passwords, deploying spyware, compromising web browsers, leaking data, engaging in
manipulating others, and perpetrating scams. Identifying malicious PDFs is one of the
major challenges in the contemporary world. Attackers create many types of malware
in this format, and its characteristics are constantly evolving. Malware can be identified
primarily through signature-based detection and behavior-based detection. The distinctive
characteristics of the underlying object are utilized to create an individual hallmark in the
technique based on signatures. The method efficiently identifies the presence of a digital
signature by examining the object. However, by employing machine intelligence and
other methodologies, the behaviour-based approach can partially identify and comprehend
unknown and intricate malware, despite the intricacy of the procedure. Furthermore,
machine learning models can be interpreted or explained to discover underlying causes
for identifying PDF malware. This process refers to the explainability analysis or model
interpretation. In other words, explainability pertains to the insights and reasoning a model
provides to make its operation apparent or simple to comprehend [3].

The basic framework of a PDF document consists of a header, body, xref (cross reference)
table, and trailer, as depicted in Figure 1.1. The header of the PDF specifies the version
that will be utilized in parser format. The body of a PDF document contains images,
file-specific metadata, typefaces, and text blocks. It also identifies the substance of the
document [4]. The contents of a PDF can be classified into four categories: booleans,
streams, strings, and numbers [5]. The PDF file contains a cross-reference table that
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1.1. Objective

provides information about the byte offset or position of each item in the file. This table
allows for fast random access to specific objects, making it easier to explore and retrieve
content from the document. A PDF reader or parser can navigate and get various elements
within the file by utilizing the trailer, which provides essential details such as the root
object, the size of the PDF, information about metadata, details of encryption, and the
PDF file’s unique identifier. PDF malware is typically generated by embedding malevolent
content or programs inside the core components of a PDF file.

Figure 1.1. A sample PDF’s structure.

1.1 Objective

The primary goal of this study is to detect PDF malware from web sources with inter-
pretable machine-learning modeling. To accomplish the goal, the following research
objective is set:

■ Research Objective: To develop an explainable approach for detecting PDF malware
by extracting and selecting an effective feature set.

1.2 Motivation

As machine learning (ML) grows in prominence for the detection of malware, there has
been a tendency to seek adversarial instances which may decrease its efficacy. Criminals
have taken advantage of the ubiquity and flexibility of PDF files to create multiple assaults
against reader software, causing significant harm to many individuals. PDF virus is
currently providing a serious danger to cybersecurity and is likely to do so in the future
as well. According to SonicWall [6], a private network security firm, over 47,000 new
PDF-related threats were found in 2020, with 73,000 of those assaults found in March
2019, alone. Furthermore, according to the findings of [7], 66% of the malware attacks

2
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in recent years were transmitted through PDF files. Figure 1.2 depicts the cyberattacks
carried out by the fraudsters during the last year. It was observed that, using PDF files,
22% of attacks were executed by attaching malicious PDFs to victims’ emails. Because of
the massive number of assaults that have recently been carried out using PDF, it is critical
to address such threats by building an efficient and comprehensible mechanism. Therefore,
the key concern of this work was to prevent such danger by creating an effective feature set,
designing an approach for identifying PDF malware, and explaining the model’s capacity
by presenting decision rules for malicious PDF identification.

Figure 1.2. Cyberattacks based on various file types throughout the year 2023 [8].

1.3 Application

This study is critical in many industries since it improves security and ensures that docu-
ments are handled correctly. In cybersecurity, it may aid by protecting enterprises from
dangerous assaults encoded in PDF documents, which are frequently exploited as a means
for malware and phishing delivery. Malicious PDF detection in document management
systems protects sensitive data by stopping contaminated files from spreading throughout a
company’s database, ensuring secure and trustworthy file storage. For financial companies
that constantly exchange files such as agreements, declarations, and reports, PDF malware
detection guarantees that these files stay safe, preserving critical financial data from un-
wanted access or alteration. likewise, government and law enforcement agencies depend
largely on protected file exchange. Identifying PDF malware in these areas is crucial for
combating illicit activity, breaches of information, and interference with legal or sensitive
information, which supports national security and the confidentiality of legal systems.

1.4 Challenges

PDF malware can be examined by applying a static, dynamic, or hybrid technique, as
stated by the source cited [9]. The static approach examines malware without enacting the

3
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software it contains, while the dynamic strategy examines malware through running its
code[10], [11]. Static evaluation is vulnerable whenever sophisticated techniques are em-
ployed to conceal malicious operation patterns. Given the current cybersecurity landscape,
relying exclusively on static examination is generally insufficient as a determined attacker
would conceal and encrypt their code, rendering it typically undetectable through static
assessment [4]. Contrarily, dynamic approaches exhibit more resilience to coding deceit,
making them a superior protection against sophisticated bugs [12]. Dynamic evaluation
is frequently characterized by its sluggishness and complexity, while static inspection is
typically known for its speed. Combining the two ways leads to hybrid evaluation, which
can be more efficient in countering sophisticated malware compared to using each method
individually. However, this strategy requires more time and involves an additional difficult
analytic method.

Existing techniques for identifying malware often rely on selecting feature sets based
on a manual examination of malicious PDF files and are influenced by the knowledge
and skills of an expert. Selected aspects may be unique to deceptive files, attracting
attackers to potentially manipulate the appearance and characteristics of a malicious file,
while avoiding detection. The incidences of reverse mimicry and mimicry have worsened
because program designers rarely provide detailed information about the procedures they
use to ensure the integrity and resistance to the dangers of their programs. Furthermore,
the data that developers can access, including both benign and malicious samples, datasets,
vulnerabilities, payloads, and attack vectors used in them, significantly limits their work.
These circumstances lead to the solutions being outdated far sooner than anticipated by the
conscientious creators.

Machine learning programs have reached a level of advancement where they are capable
of safeguarding systems against threats and assisting cybersecurity experts in their experi-
ments by identifying potentially harmful PDF files [13]. Nevertheless, elusive tactics have
become proficient in subverting threat document analyzers. Many machine-learning-based
detection technologies are vulnerable because they may incorrectly identify well-designed
evasive scenarios [14], [15].

Several assessment or detection techniques have been developed to identify particular
occurrences, but the prompt danger presented by elusive attacks has not yet been reduced.
Furthermore, it had been noticed that most of the work for malicious PDF detection was
based on a fixed set of features, and limited consideration was found for PDF content-
related features. Additionally, there is very little consideration of the combined use of
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evasive samples together with pure benign and malicious PDF samples, which might
make the detection mechanism more robust. Also, a lack of combined use of various
benchmarked datasets was observed throughout the studies. Most importantly, the lack of
explainability analysis of the machine learning model developed to tackle PDF malware
was encountered. This involves determining which features are essential for the model’s
decision-making, understanding how these specific features contribute to the final decision,
examining how the proposed model utilizes these features to create decision rules for
distinguishing between malicious and benign samples, and ultimately, explaining how
these rules can be interpreted in a way that is easily understandable to humans, thus
facilitating comprehension of the decision-making process employed by our approach for
identifying PDF malware [1], [4], [16].

Creating enhancements to the process of feature engineering and developing effective
classifiers for dangerous PDFs by incorporating their adversarial behaviors is a difficult
but essential task that holds great potential for making a substantial contribution to the
field. Addressing the aforementioned challenges is crucial to mitigating the current vul-
nerabilities regarding PDF malware detection. Therefore, the key concern was enhancing
the identification method for PDF malware by implementing three key steps. Firstly,
leveraging the combined use of comprehensive datasets that include evasive attributes of
suspicious PDFs and a collection of clean and harmful PDF samples. Secondly, extracting
the distinctive features from these PDF samples. Lastly, combining the most significant
features to create a powerful feature set that can be inputted into a classifier results in
higher accuracy in identifying PDF malware. The key attributes recognized for detecting
PDF malware were thoroughly examined and analyzed, as was the proposed classifier’s
effectiveness.

1.5 Research Questions

To address the challenges observed in PDF malware detection, we developed the following
research questions:

■ Research question 01: How can we extract and select an effective feature set for
PDF malware detection?

■ Research question 02: How can we develop an approach to provide explainability
analysis with rule extraction for detecting PDF malware?

1.6 Contributions

By mitigating the challenges as well as addressing the research questions identified in PDF
malware detection, this study provides the following contributions:

5



1.7. Organization of the thesis

■ Several standardized datasets were combined to create an extensive dataset of 15,958
PDF samples. This dataset includes 7666 malicious PDFs, 7500 clean PDFs, and
792 evasive PDFs, taking into account the legitimate, fraudulent, and elusive char-
acteristics of the PDF samples leveraging three widely used PDF analysis tools,
namely PDFINFO [17], PDFiD [18], and PDF-PARSER [19].

■ A technique for constructing an easily understandable feature set was devised by
considering the features’ attributes and their importance scores.

■ A framework for identifying fraudulent PDF files was developed, and the perfor-
mance of various machine-learning classifiers was evaluated to determine their
effectiveness in different scenarios.

■ A decision tree that creates decision rules for human interpretation to showcase the
model’s explainability regarding malicious PDF detection was highlighted.

■ A comprehensive array of empirical analyses was conducted and juxtaposed the
findings with those of prior investigations regarding PDF malware detection. Addi-
tionally, certain significant findings from the study were emphasized.

1.7 Organization of the thesis

The subsequent chapters of the study are structured in the following manner: Chapter 2
offers a comprehensive and well-structured summary of the latest research in the same
academic area. Chapter 3 outlines the prescribed methodology for detecting malware in
PDF files. Chapter 4 discusses the implementation setup employed to conduct this work.
Chapter 5 provides an assessment of our discoveries, together with the data obtained from
the experiments. Also, offers a comprehensive analysis while highlighting a few notable
observations. Ultimately, concluding statements are provided in Chapter 6.

6



Chapter2
Literature Review

PDFs have become increasingly popular for distributing harmful materials and malware.
To address the significant and consequential increase in hazardous PDF advancements,
several impactful works were conducted to develop efficient methods for identifying and
classifying malware and other hazardous documents [20]. The methods developed in
recent years vary significantly in their level of generality and simplicity to their specificity
and complexity. Some methods aim to identify discrepancies by thoroughly examining
the entire file [21]. Another technique involves searching a target file for similarities
to common patterns observed in malicious PDF files [22]–[26]. Other suites of tools
focused on acquiring, assessing, and discovering attack techniques, such as identifying
JavaScript-based exploits [27]–[33]. The majority of these methods rely substantially on
machine learning techniques, such as Random Forests, one- and two-class Support Vector
Machines, and decision trees.

The work described in [34] aims to build a method for identifying a set of traits obtained
from existing instruments, as well as creating a fresh set of characteristics to enhance the
recognition of malicious PDF documents and extend the effectiveness of presently available
detection and evaluation techniques. The significance of the generated characteristics
was evaluated by employing a wrapped function that utilized three essential supervised
learning techniques along with a feed-forward deep neural network. Afterwards, a new
classifier was built that greatly enhanced the effectiveness of categorization while reducing
the period required for training. This was achieved by utilizing attributes that had the
most importance. The findings were corroborated using extensive datasets obtained from
VirusTotal [35].

The researchers in [36] examined the layout of PDFs and the JavaScript code embedded
within them, covering all aspects from start to finish. They created a diverse set of visual
and metadata characteristics, such as the byte rate, encoding technique, phrases, object
labels, and readable characters in JavaScript. Furthermore, due to the sensitivity of AI com-
putations to even little alterations, it is difficult to create adversarial frameworks whenever

7



the characteristics differ. In order to mitigate the potential for detrimental assaults while
preserving the integrity of frameworks and data attributes, a model for categorization was
devised utilizing discovery-type models. They developed an elusive strategy to adopt the
proposed perspective. The PDF was summarized in [37], and modern cyberattacks on PDF
malware were conducted utilizing dependable schemes of attack derived from nature. An
illustration was provided on utilizing programming abilities to do an in-depth evaluation of
a PDF document in order to detect indications of embedded malware. They examined many
innovative AI-driven technologies designed to detect PDF malware. These tools can aid in
computational scientific assessments and identify suspicious documents prior to publishing
a comprehensive statistical assessment. The individuals examined the limitations imposed
by the PDF format, as well as a few outstanding problems, particularly focusing on how
these weaknesses could potentially be exploited to divert accurate inspections. Ultimately,
they provided guidance on enhancing the resilience of those constructions against assaults
and outlined a potential evaluation.

The researchers in [38] devised a means of identification that relied on behavioural dis-
crepancies across several platforms utilizing a software engineering concept, as PDF
documents exhibit uniform behaviour on different devices. Conversely, an illicit file will
exhibit varying behaviour based on its operation platform. The research conducted in [39]
highlighted the use of malware embedded in PDF documents as a prominent illustration of
modern intrusions. The researchers initiated the procedure by systematically categorizing
the many methods of producing PDF viruses. They employed a validated antagonistic AI
system to thwart PDF malware detection that depends on machine learning. This approach,
for example, enabled the identification of pre-existing vulnerabilities in PDF malware
catchers focused on learning, as well as the detection of new potential vulnerabilities that
could jeopardize these systems, together with the probability of implementing preventative
measures.

The researchers in [40] presented a novel method for identifying data issues in an ensemble
learner. The ensemble classifier’s anticipated outcome was incorrect when a sufficient
number of votes from different classifiers conflicted throughout the detection process. The
ensemble classifier consensual assessment technique was used to identify different types
of system evasions without requiring supplementary extrinsic ground truth. The authors
conducted experiments to evaluate the proposed method leveraging PDFrate, a tool for
detecting malware in PDF files. The results demonstrated that numerous assertions may be
inferred by employing an enhanced ensemble classifier that considers the complete dataset
of the network.

8



The researchers in [26] illustrated how to analyze the worst-case performance of a malware
classifier based on specific intensity characteristics. Furthermore, it was found that devel-
oping models incorporating legitimately validated effective characteristics could increase
the cost of preventing unrestricted intruders by bypassing basic onslaught escape strategies.
The researchers proposed a different method of measuring distance based on PDF files’
hierarchical structure. They also found two distinct categories of prominent characteristics:
deletions and subtree insertion.

The authors introduced Lux0R, also known as "Lux 0n discriminant References," in
their study [33]. Lux0R is an innovative and versatile method for identifying fraudulent
JavaScript files. The suggested approach relied on explaining the code for JavaScript
employing API information, involving features that an API of JavaScript framework may
easily understand, such as objects, variables, operations, features, strategies, and expres-
sions. The suggested strategy utilized machine learning to identify and segregate potentially
dangerous content within a specific segment from API references. This technique was then
applied to detect JavaScript infection. The author’s main objective in this dissertation was
to detect possibly hazardous JavaScript programs in PDF documents. The contributors
of [41] discovered the flaws in existing PDF feature extraction programs by assessing
them and examining the structure of the fake files. Afterwards, the authors created FEPDF
(feature extractor-PDF), an advanced feature extractor that could recognize traits that
regular techniques for extraction would overlook and accurately capture data about the
components of the PDF. To examine the latest protection systems and sequence extractors,
the authors generated multiple new malicious PDFs as specimens. The findings suggest
that some current antivirus apps failed to detect the newly hazardous PDFs. Yet, FEPDF
successfully extracted the crucial elements for enhanced categorization of hazardous PDFs.

The study [42] proposed a blended identification approach to monitor the execution
behaviour of JavaScript programs and identify obfuscation-related characteristics. These
traits involve covering particular keywords using ASCII hexadecimal when multiple
enlargement adjustments are applied, as well as the presence of illegal objects. The study
described in reference [43] focused on the differences in developing hazardous and clean
documents. The researchers utilized methods for acquiring the feature set by using the
document architecture or structural path. According to the authors, a tree was created by
considering the document structure to identify hazardous and clean files by examining
certain pathways. Nevertheless, in order to address the current dangers presented by PDF
malware and overcome the difficulties given by the elusive nature of PDFs, it becomes
imperative to develop a powerful classifier that utilizes a comprehensive set of features
capable of explaining the various behaviours exhibited by PDFs. This study involved
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combining benchmarked datasets to develop a comprehensive dataset that encompasses the
attributes of both benign and malicious PDF files, as well as a brief overview of the evasive
tactics employed by PDFs. In addition, three popular PDF assessment programs were
leveraged to pull out valuable features from the PDFs, which allowed the identification of
a clarified feature set. Also, discovered a highly efficient machine learning classifier that
utilizes a freshly created feature set to accurately identify PDF malware with enhanced
precision. Ultimately, a comprehensive elucidation of the classifier’s performance was
offered by delineating a decision tree constructed from one of the classifier’s estimators
and extracting a few pivotal decision rules for efficiently detecting PDF malware. The
following chapter presents a comprehensive discussion of the methodology employed in
this research.
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Chapter3
Proposed Methodology

PDF documents are widely utilized globally. Nevertheless, cybercriminals can exploit
PDF documents, which are typically considered harmless, to add safety hazards through
illicit code, similar to the way they’re capable of with Jpeg content, dot-com content, and
Bitcoin [4]. Consequently, PDF threat emerges, necessitating methods for distinguishing
between harmful and harmless files. This part presents the suggested identification method
for examining and classifying PDF documents as either harmless or malicious. The figure
labelled as Figure 3.1 illustrates the comprehensive schematic structure of the suggested
method employed in this study.

In the recommended methodology, the process began by collecting an overall of 29,901 un-
processed PDF files from the sources: [44], [45], and [35]. These documents were initially
obtained via the VirusTotal and Contagio Data Dump. The PDF files are categorized into
Safe, Fraudulent, and adversarial (Evasive) groups based on their preassigned labels, as
stated in sources [44], [46]. Subsequently, a total of 15958 PDF files were selected, which
were categorized as safe, fraudulent, and evasive out of the initial pool of 29901 unpro-
cessed files. This dataset was then utilized to conduct the investigations. Three modern
PDF evaluation programs, namely PDFINFO [17], PDFiD [18], and PDF-PARSER [19],
were employed to obtain three distinct standard feature sets F1, F2, and F3 based on the
actual PDF files in our experimental dataset. Furthermore, seven additional features were
obtained by closely analyzing the attributes of PDF examples from the feature set F1 in
addition to the existing collection of features. The model selection procedure comprised
the conventional feature sets F1, F2, and F3, as well as a set of standard machine learning
classification algorithms. The objective of the model selection step was to choose the most
efficient model among the standard detectors utilized in this study, by evaluating their
efficacy with each feature set.

The retrieved derived features were combined with the standard feature set F1, F2, and
F3 to create the derived feature set F ′

1, F
′
2, and F ′

3, respectively. Our objective was to
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3.1. Dataset Development

Figure 3.1. Proposed architecture for malicious PDF detection.

create subsets of features from F ′
1, F

′
2, and F ′

3 by considering their relevance. Then, the
most effective ones were identified using these subsets in the best-performing model.
Ultimately, a union operation was performed on the three most optimal subsets obtained
from F ′

1, F
′
2, and F ′

3 in order to create the ultimate feature set utilized for identifying
fraudulent PDF files. Our proposed model’s effectiveness was measured by employing
a range of performance indicators, including f1-measure, recall, precision, and accuracy.
In addition, the influence of the ultimate collection of features and its contribution to
the classification tasks was emphasized further by capitalizing on the capabilities of the
top-performing model, an elucidation to enhance its comprehensibility for humans. This
involves extracting significant decision rules that contribute to the classification process.
The specific components of our suggested methodology for detecting fraudulent PDF files
are outlined in the subsequent subsections.

3.1 Dataset Development

The current datasets may not encompass the whole spectrum of detrimental PDFs. Creating
a new dataset may incorporate a wider variety of samples, which allows us to capture
the methods and strategies used by adversaries while creating their attacks. The field
of cybersecurity is in a perpetual state of flux, with attackers consistently developing
novel methods to avoid detection. The utilization of an additional dataset permits the
documentation of distinct circumstances that might have been omitted from previous
collections. The goal is to create a comprehensive dataset that includes clean and fraudulent
PDF samples, as well as a few adversarial PDFs that exhibit features in contrast to their
assigned class. This will aid in the development of an effective malicious PDF classifier.
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3.1. Dataset Development

Table 3.1. Gathered PDF documents considered in this study.

Source Malicious Benign
VirusTotal 20000 -
CIC-Evasive
-PDFMal2022 392 (Evasive) 400 (Evasive)
Contagio - 9109
Total 20392 9509

3.1.1 PDF Sample Collection

In order to conduct the tests, a substantial corpus of unprocessed PDF files was collected
from [44], comprising a total of 29,901 PDFs. The PDF files originate from two reputable
websites, namely VirusTotal and Contagio Data Dump. From the Contagio Data Dump, a
total of 9109 PDF files were gathered that were classified as benign. Additionally, 20000
PDF files from VirusTotal were acquired that were identified as dangerous. According to
the reference [44], a total of 792 PDF files were obtained that exhibit evasive behaviour. The
distribution of these files was malignant evasive-392 and clean evasive-400, respectively.
Table 3.1 presents the arrangement of the gathered PDF documents, together with their
origins and preassigned labels.

3.1.2 PDF Sample Selection

This study’s main objective was to create a highly efficient malicious PDF detector by
utilizing a well-selected and easily understandable set of features collected from the PDF
files. Consequently, the primary focus was on selecting samples to construct our dataset,
taking into account a limited number of restrictions. Attackers mostly utilize PDF files,
including JavaScript, to create malicious PDF documents. These PDFs were selected based
on their demonstration of malicious behaviours. Additionally, PDF files were examined
that exhibit contrasting behaviour to malicious ones. For instance, legitimate PDF files
typically lack JavaScript-related functionalities that could potentially harm the user’s
systems. However, it is still feasible for a safe PDF document to be created utilizing
harmless JavaScript features. Moreover, using an ML classifier that relies exclusively on
these types can result in a model that is very specialized for identifying malicious PDFs,
which may not perform well on other types of data. Furthermore, JavaScript is not the sole
defining property of malicious PDFs; there are other activating elements as well. Examples
of traits that may suggest potential harmful activity in a PDF include OpenAction and
Additional Action (AA) [34]. In addition, incorporating excessive variations in both of
these categories has the potential to distort the weights and significance of the features,
leading to reduced accuracy in the classification. Based on the aforementioned rationale,
the next step was to carefully choose a small number of PDF files that display malicious
actions but are falsely classified as harmless (benign evasive), as well as PDF files that
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3.2. Extraction of Standard Feature Set

Table 3.2. Chosen PDF samples for our functional dataset.

Number of PDFs Class

400 Benign Evasive

7500 Benign (Clean)

7900 Total (Benign)

392 Malicious Evasive

7666 Malicious

8058 Total (Malicious)

15958 Total (Benign + Malicious)

exhibit harmless characteristics yet incorrectly categorized as harmful (fraudulent evasive).
This study aims to create a functional dataset consisting of 15958 PDF files. The dataset
includes 7666 malicious files, 7500 clean (benign) files, 400 evasive benign files, and
392 evasive malicious files. The scope of the experiment is limited to ensure prompt
and reliable findings. Table 3.2 displays the distribution of the chosen PDF files for the
experimental investigation.

3.2 Extraction of Standard Feature Set

Three tools were leveraged, namely PDFINFO, PDFiD, and PDF-PARSER, to extract
features from PDF files. While they have a common purpose, they yield distinct outcomes
that can be utilized to generate three distinct sets of features. The tools extract a feature set
that can be classified into the following groups:

i Structure Related Features: The term "structural feature" pertains to the specific
components employed in the creation of a PDF document. This function establishes
an internal connection and demonstrates the hierarchical structure between different
elements within PDF documents. In the functional dataset, we investigated several
structural traits, such as "obj," "endobj," "%EOF," "start ref," and "trailer."

ii Content-Related Features: Insights on the PDF’s textual and visual content can be
gleaned from content-related elements. In the operational dataset, it can be seen that
the following characteristics are linked to content, such as /Image, /Font, /ProcSet,
and so on.

iii Triggering Features: Triggering features are specific characteristics or elements
inside the PDF document that have the potential to induce different behaviours
or actions, some of which may be detrimental. Adversaries may utilize these
functionalities to disseminate malicious software, run scripts, or carry out other
nefarious actions. Within the functional dataset, a thorough analysis was done for
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3.2. Extraction of Standard Feature Set

Figure 3.2. A sample screenshot of PDFiD features.

the triggering attributes such as /OpenAction, /AA (Additional Action), /Launch,
/JavaScript, /JS, and others.

iv Metadata Features: The metadata elements of a PDF document offer crucial data
about the document, such as its title, creator, production date, and further details.
Within our functional dataset, we have analyzed metadata attributes such as "File-
size_kb", "/ID", "/CreationDate", "/ModDate", "pages", and so on.

3.2.1 Features of PDFiD

PDFiD is a Python utility [18] that scans PDF documents and identifies specific features
and qualities that may signal dangerous behaviour. PDFiD doesn’t run any programs within
the PDF; rather, it analyzes the PDF’s components and structure to reveal its properties.
All of the PDF files of the dataset were meticulously evaluated and the PDFiD application
was used to extract 22 distinct characteristics, as shown in Figure 3.2. The characteristics
retrieved were added to the standard feature collection, labelled as F1. Below is a concise
explanation of the features:

■ PDF Header: The inclusion of a PDF header is necessary for programs and apps
to recognize and understand PDF documents accurately. The PDF header contains
a version code that comes after the identification "%PDF". The string "%PDF-
1.3" indicates the PDF file’s version which is 1.3. This code sends notifications to
programs and PDF readers indicating that the file format is PDF.
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3.2. Extraction of Standard Feature Set

■ obj: PDF files consist of various components, including text, fonts, photos, forms,
and more. The attribute "obj" denotes the initiates of the definition of an object. The
feature offers a comprehensive count of the terms that may be detected within the
PDF format.

■ endobj: The phrase "endobj" denotes the conclusion of the object description. PDFiD
identifies the frequency of the endobj term within the PDF layout.

■ stream: In PDF documents, a stream object is used to store binary data, such as fonts,
pictures, or additional binary content, inside the page. The attribute calculates the
total count of stream terms present in the PDF document.

■ endstream: This keyword indicates that the stream’s binary data component has been
finished. Within the framework of PDFiD, this characteristic provides a measure of
the number of endstream terms that may be discovered throughout a PDF file.

■ xref: The xref (cross reference) table facilitates the maintenance of relationships
across the hierarchical items represented in PDF documents. PDFiD determines the
quantity of xref tables present within a PDF document.

■ trailer: The trailer serves as the ultimate element of the PDF document and includes
vital information regarding the byte position to the commencement of the cross-
reference (XRef) table. PDFiD’s functionality reveals the number of trailers in a
PDF file’s architecture.

■ startxref: The term "startxref" indicates the precise point where the Xref table of the
PDF begins. This attribute determines the frequency of occurrences of the "startxref"
keyword within a PDF document.

■ /Page: This function displays the overall page count of a PDF document.
■ /Encrypt: The functionality calculates and displays the count of /Encrypt keywords

found in the PDF structure.
■ ObjStm: The count of object streams is determined with the /ObjStm command.

The ObjStm has the capacity to store more objects, which makes it valuable for
concealing items.

■ /JS: The count of items that include the /JS keyword, indicating the presence of
JavaScript code within those items.

■ /JavaScript: This feature highlights the number of entities that encompass JavaScript
code, which is a widely used and widespread method of concealing information.

■ /AA: This characteristic indicates the count of /AA (Additional Action) keywords
detected within a PDF document.

■ /OpenAction: The /OpenAction directive indicates an automatic operation when
a page or file is viewed. This attribute reveals the number of /OpenAction tags
included within the layout of a PDF file.

■ /AcroForm: The characteristic represents the count of /AcroForm phrases included
in a PDF document. Intruders may take advantage of the Acrobat forms utilized in
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3.2. Extraction of Standard Feature Set

Figure 3.3. A sample screenshot of PDFINFO features.

PDF documents.
■ /JBIG2Decode: This function provides information on the quantity of /JBIG2Decode

tags included in the organization of a PDF document. The characteristic indicates
whether the PDF employs JBIG2 compression, but it does not directly indicate
malicious intent. Further analysis is necessary to determine if the PDF is malicious.

■ /RichMedia: The function displays the quantity of /RichMedia keywords present in
the PDF format, which serves as an indicator for flash files.

■ /Launch: This function returns the count of /Launch keywords included in the PDF
document.

■ /EmbeddedFIle: This denotes the quantity of "EmbeddedFile" terms that are present
within the framework of a PDF.

■ /XFA: XFAs, found in certain PDF documents, are XML Form designs that offer
programming possibilities that may be maliciously exploited. This functionality
generates the count of /XFA terms present within a PDF document.

■ /Colors: This feature represents the total count of distinct colors employed in the
PDF format.

3.2.2 Features of PDFINFO

One of the most prominent applications for extracting metadata from PDF files is the
command-line software known as PDFINFO, which is a component of the Poppler utility
package. With the help of the PDFINFO tool, fourteen characteristics were extracted from
the operational dataset, as shown in Figure 3.3. The standard feature set, denoted by the
letter F2, was comprised of these fourteen features. In what follows, a description of the
characteristics of the feature set F2 is provided:

■ Custom Metadata: This functionality denotes the existence of customized custom
metadata within a PDF file. This option returns a binary value, either ’yes’ or ’no’.
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3.2. Extraction of Standard Feature Set

■ Metadata Stream: This functionality indicates whether a PDF file contains a metadata
stream, expressed as either ’yes’ or ’no’.

■ Tagged: This feature indicates whether the PDF file has been marked with tags to
enhance accessibility.

■ UserProperties: UserProperties refer to additional attributes or information that users
might provide in a PDF file for various purposes, such as document management
or personal commentary. This attribute provides information on whether the PDF
document includes any UserProperties or not.

■ Suspects: This lets to know whether a PDF file has any potential flaws or errors in it.
■ Form: This feature generates a list of the Form types that are used in the PDF files.

From this feature, we have noticed three possible outputs: XFA, AcroForm, or none.
■ JavaScript: This feature indicates the presence or absence of JavaScript in the PDF

file.
■ Pages: This feature allows us to determine the exact number of pages in a PDF

document.
■ Encrypted: This feature indicates if the PDF file is encrypted or not.
■ Page size: This characteristic shows the exact measurements for the pages in the

PDF file. We encountered PDFs with a variety of page sizes, including A4, Letter,
A3, and other less common sheet formats. If the page’s outline is uncommon, we
designate it as miscellaneous, also known as Page size_miscsize.

■ Page rot: This attribute offers details regarding the rotation of pages in the PDF
document.

■ File size: This characteristic provides the exact size of the PDF document, measured
in bytes. However, to ensure the experiment is straightforward, we transformed the
file size to kilobytes. Therefore, we have designated this characteristic as Filesize_kb

for the duration of the investigation.
■ Enhanced: This attribute indicates if a PDF file has been optimized, for example,

through size compression, or not.
■ PDF version: This feature allows users to determine the version of a PDF file.

3.2.3 Features of PDF-PARSER

PDF-PARSER is a Python software as well as a toolkit that uses a command-line interface
to parse and analyze the layout of PDF files. This program does not have the capability to
create or change PDFs. Its purpose is to examine the inner layout and material of prior
PDF documents. Although the toolkit does not offer characteristics directly, a total of 27
characteristics were pulled out from the processed architecture of the PDF, as displayed in
Figure 3.4. The features referred to are mostly the phrases that are commonly found in the
decoded layout of the PDF. These phrases are regarded as the typical set of features F3. At
first, every one of the PDFs within the functional dataset was systematically examined to
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3.2. Extraction of Standard Feature Set

Figure 3.4. A sample screenshot of PDF-PARSER features.

obtain the processed architectures. Next, a lookup for particular phrases was conveyed,
such as attributes, within the processed frameworks. This search assisted in generating the
feature set F3. Next, a concise overview of these features will be provided:

■ /Size: Count of /Size terms included in the processed architecture of a PDF. It
denotes the overall quantity of items contained within the PDF file.

■ /JS: Count of /JS phrases found in PDF’s parsed structure.
■ /JavaScript: Count of /JavaScript terms in PDF’s parsed structure.
■ /Producer: Count of /Producer phrases in PDF’s parsed structure. This indicates the

specific program or software that was used to create the PDF.
■ /ProcSet: Count of /ProcSet terms PDF’s parsed structure. This specifies the precise

set of processes or procedures that must be used when displaying visual contents

19



3.2. Extraction of Standard Feature Set

or a page within a PDF document. While this term does not explicitly identify the
fraudulent nature of a PDF, it has often been found inside the parsed layouts of
non-malicious PDF documents.

■ startxref: Count of startxref terms in PDF’s parsed structure.
■ %EOF: Count of %EOF terms in PDF’s parsed structure. It serves as an indicator

that signifies the conclusion of the PDF file.
■ /S: Count of /S keywords in PDF’s parsed structure. It specifies the specific category

or type of different items or actions, such as links or text remarks.
■ /ID: The /ID keyword count refers to the number of occurrences of /ID terms

identified in the PDF’s parsed structure. It provides the file identification information,
essential for confidentiality and safety of the file. This also indicates the hostile
activity with the file.

■ /CreationDate: Count of /CreationDate terms in PDF’s parsed structure.
■ xref: Count of xref terms in PDF’s parsed structure.
■ obj: Count of obj terms in PDF’s parsed structure.
■ «: Count of « terms in PDF’s parsed structure. Within a PDF file, the ’«’ symbolizes

the initiation of a dictionary object.
■ »: Count of » terms in PDF’s parsed structure. In a PDF file, the ’»’ symbol denotes

the ending of a dictionary object.
■ /Font: Count of /Font terms in PDF’s parsed structure.
■ /ModDate: Count of /ModDate terms in PDF’s parsed structure. The PDF file’s

alteration date and time are indicated using the /ModDate keyword.
■ /XObject: Count of /XObject terms in PDF’s parsed structure. It is used to specify

and encompass additional pictorial content.
■ /Widget: Count of /Widget terms in PDF’s parsed structure. Widget tags are gadgets

that engage users to put input data.
■ Comment: Count of Comment terms in PDF’s parsed structure.
■ /Info: Count of /Info terms in PDF’s parsed structure. It refers to the PDF’s informa-

tion dictionary.
■ /XML: Count of /XML terms in PDF’s parsed structure.
■ /FontDescriptor: Count of /FontDescriptor terms in PDF’s parsed structure.
■ Referencing: Count of Referencing terms in PDF’s parsed structure.
■ /Length: Count of /Length terms in PDF’s parsed structure. It indicates the content

stream’s precise size associated with a PDF object, measured in bytes.
■ /Rect: Count of /Rect terms in PDF’s parsed structure.
■ /Image: Count of /Image terms in PDF’s parsed structure.
■ /Action: Count of /Action terms in PDF’s parsed structure.
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3.3. Derived Features

3.3 Derived Features

Derived features can be defined as synthetic features generated through empirical observa-
tion from the existing features of the operational dataset. To capture the data insights or
patterns or relationships that may not be readily apparent in the existing features alone,
derived features can play a crucial role. By closely examining the traits of the PDFs in the
conventional feature list F1, an additional seven traits were discovered. The introduced
derivative features are located at the points as follows:

■ Headercorrupt: This binary attribute takes into account the PDF’s version. When-
ever the PDFs do not have correct syntax such as %PDF-1.X, where X is a number
between 0 and 7, then the value of the feature is assigned as 1; alternatively, it is
assigned as 0.

■ Headerlength: This characteristic considers the total number of characters of the
file’s name.

■ Small content: This trait is obtained by meticulously observing the quantity of
objects in a file. If a file contains objects that are fewer than or equal to 14, then the
attribute is assigned a value of 1; contrary, it is assigned a value of 0. The average
score categorized by category (fraudulent and harmless) was tracked regarding
the quantity of items found in the documents. The average score for dangerous
documents is 14.1, while for the innocuous ones, the average is 85.6. In addition,
6277 harmful files were detected, making up for 77.90% of the total hazardous
document samples that satisfy or are below the threshold value of 14. Conversely,
we came across 1709 harmless PDFs, accounting for 21.6% of the overall innocuous
PDF samples, that additionally meet this exact limitation. Furthermore, we detected
22.10% of PDF files as dangerous and failing to match the requirements. After
careful examination, the minimum amount for this binary trait as 14 was established.

■ Stream corrupt: Whenever the total amount of endstreams and streams are not
equal, then the value is 1; alternatively, it is set to 0.

■ Content corrupt: Whenever the total amount of endobj and obj are not equal, then
the value is 1; alternatively, it is set to 0.

■ Malicecontent: This binary characteristic provides a value of 1 if at least single
instances of /AA (Additional Action), /Launch, /JS, /JavaScript, or /OpenAction are
observed in two of the aforementioned features and alternatively put to 0. These
attributes highlight possible concerns as these are being frequently observed to inject
into PDFs and launch malware attacks.

■ Hidden File: The PDFiD application detects the presence of any concealed file that
attackers have put throughout a PDF file. This binary characteristic is assigned a
value of 1 if any concealed file is detected from the document, and 0 if no such file
is located.
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3.4. Selection of Machine Learning Model

In order to assess the efficacy of the derived traits in detecting malevolent PDFs, those
derived characteristics were combined with the standard feature sets F1, F2, and F3 to
create the derived feature sets F ′

1, F ′
2, and F ′

3, respectively.

3.4 Selection of Machine Learning Model

The objective of this study was to create a robust data-driven method using machine
learning to identify fraudulent PDF files. In order to choose an efficient machine learning
model, we begin by initializing the conventional feature set F , which includes the feature
sets F1, F2, and F3. For our experimental study, a set of M traditional machine learning
algorithms were chosen, which include AdaBoost, Deep Neural Network (DNN), Gradient
Boosting (GBC), Random Forest, SVM, J48, C5.0, and KNN. An iterative process was
used where the assessment of each feature set in F was performed and every classifier was
evaluated in M using 10-fold cross-validation. This allows us to provide classification
metrics for each classifier and feature set combination. We evaluated the classification
metrics obtained for each feature set and selected the most effective model for detecting
PDF malware, depending on the report.

Algorithm 1: Algorithm For Generating Final Feature Set
Input: Derived Feature Sets, F ′ = {F1′, F2′, F3′}
Output: Final Subset

1 foreach f ∈ F ′ do
2 Determine the feature importance score of f ;
3 Take the importance score to sort the features in f in descending order;
4 Take top features from f to generate subsets S = {S1, S2, . . .};
5 Initialize best_subset = ∅;
6 foreach s ∈ S do
7 Apply subset s to the best ML model for PDF malware detection;
8 Analyze classification metrics;
9 if subset performance is better than best_subset performance then

10 Set best_subset = s;

11 Apply a union operation to append best_subset to Final_Subset;

3.5 Final Feature Set

Once the derived features were combined with the standard feature sets F1, F2, and F3 to
create the derived feature sets F ′

1, F
′
2, and F ′

3 correspondingly, Then, the focus shifted to
constructing the final feature set. The rationale for constructing the ultimate feature set is
to generate a highly efficient composite feature set by examining all the derived feature
sets. Consequently, the significance of the characteristics was assessed and arranged for
each set of derived features, and subgroups were created according to the ranking of the
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3.5. Final Feature Set

features. Each feature subset was executed by applying the best-performing model to
determine its effectiveness. We sequentially cycled through the derived feature sets F ′

1, F ′
2,

and F ′
3 to generate subsets by selecting the most important characteristics from each set.

Once the iteration for generating subsets and evaluating them using the top-performing
model was finished, the model’s performance across the subsets of each feature set was
analyzed to determine the optimal feature subset. The most optimal subset of features
from each derived feature set F ′

1, F
′
2, and F ′

3 were selected and then combined to create
the final feature set. The recently constructed feature set was used to perform the final
classification tasks for detecting PDF malware. Algorithm 1 outlines the overarching
methodology for generating the final feature collection. In the subsequent chapter, we
present the implementation details of this study pertaining to the detection of PDF malware.
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Chapter4
Implementation

The purpose of this study was to achieve four main objectives. Firstly, to develop a feature
set that is both efficient and enhanced in order to identify PDF malware accurately. Sec-
ondly, empirically investigating different baseline machine learning classifiers to determine
the most effective one. This classifier will be able to utilize the newly created feature set
and improve the accuracy of PDF malware detection. Thirdly, to look at how the attributes
in the final feature set help the classifier recognize fraudulent PDF documents. Finally,
to derive a small number of crucial decision rules from the classifier that can be readily
comprehended and interpreted by humans. These guidelines will aid in detecting possible
harmful intent in PDF files.

The experimental setup employed in this study comprised the subsequent hardware and
software configurations:

■ Processor: Intel(R) Core(TM) i5-10300H 2.50 GHz
■ RAM: 16 GB
■ GPU: NVIDIA GeForce GTX™ 1650
■ OS: Windows 10 Home
■ Python: Python 3.9.13
■ Scikit-learn: Scikit-learn Version 1.4
■ Matplotlib: Matplotlib 3.8.3
■ SHAP: SHAP v0.42.1

The following chapter elaborates on each result obtained through our investigation and,
where applicable, draws comparisons to other studies of similar scope.
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Chapter5
Experimental Result Analysis and Evalu-
ation

In order to achieve the objectives, the investigations that are based on the following
scenarios were conducted:

■ CASE I: The primary goal in this case is to determine the responses to the accom-
panying inquiries: 1) How do the typical feature sets F1, F2, and F3 contribute to
PDF malware detection? 2) Which machine learning technique is appropriate for
detecting malware in PDF files?

■ CASE II: The primary objective in this situation is to disclose the results of the
subsequent inquiries: 1) How do the derived features impact detecting PDF malware?
and 2) What do the resulting feature sets F ′

1, F
′
2, and F ′

3 do to help detect PDF
malware?

■ CASE III: In the present scenario, the responses to the following inquiries are looked
into: 1) Which attributes are chosen for the final feature set? Furthermore, 2) Does
the final set of features enhance the classifier’s performance?

■ CASE IV: In this specific situation, the results of the subsequent inquiries are
disclosed: 1) In what way does the feature set comprising F1, F2, F3, as well
as derived features denoted by F ′

1 U F ′
2 U F ′

3 contribute to the identification of
fraudulent PDF files? 2) Is the optimal feature subset obtained by considering the
technique mentioned in CASE III different from the final set of features obtained in
CASE III? 3) Does the optimal feature subset generated in this case have a favourable
or unfavourable effect on the classifier’s performance? and finally, 4) How well does
the classification work while no derived characteristics are used, like when only F1 +
F2 + F3 are used?

■ CASE V: The primary aim in this instance is to clarify how the recently developed
final set of features aids the classifier in the detection of PDF malware. In addition,
another concern in this stage is to conduct an examination of how the attributes of
the final set of features are dispersed throughout the functioning dataset in order to
pinpoint several potential avenues that could significantly contribute towards the
detection of PDF malware.
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Furthermore, the power of the classifier to uncover a handful of crucial decision criteria
was harnessed that may be easily comprehended and employed by humans to identify
potentially hazardous PDF content.

5.1 Performance Metrics

In this work, to assess the effectiveness of the machine-learning models, the following
performance metrics are used:

■ Accuracy: Accuracy quantifies the proportion of correctly identified test samples out
of the overall number of test samples.

Accuracy =
TP + TN

TP + TN + FP + FN

where TP represents True Positive, FP indicates False Positive, TN denotes True
Negative, and FN means False Negative.

■ Precision: Precision is a quantitative metric that assesses the ratio of accurately
predicted positive cases (true positives) to the total number of positive instances
predicted, encompassing erroneously labeled positive instances (false positives).

Precision =
TP

TP + FP

■ Recall: This can be expressed as True positive rate (TPR) or sensitivity which can
be measured by the following:

Recall =
TP

TP + FN

■ F1-Score: This presents the balanced average of recall and precision for a particular
approach.

F1− Score = 2 ∗ Precision ∗Recall

Precision+Recall

5.2 CASE I

This phase analyzes the influence of three feature sets, namely F1, F2, and F3, together
with conventional machine learning approaches, to identify the most effective ones for
identifying malicious PDFs. Table 5.1 presents the results of different conventional
machine-learning approaches for detecting PDF maldocs. The evaluation is based on the
standard feature set F1, F2, and F3 using 10-fold cross-validation. Evidently, the Random
Forest classifier demonstrates superior performance in identifying PDF malware when com-
pared to the baseline classifiers across all standard feature sets. Scikit-Learn, a renowned
open-source Python package for machine learning, was leveraged to create the traditional
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5.2. CASE I

classification approaches. In order to control for randomization, 100 estimators and a
random_state value of 42 were considered while developing the Random Forest classifier.
Conversely, The AdaBoost, SVM, C5.0, KNN, and J48 classifiers were constructed using
their Scikit-Learn module’s default hyperparameters.

In addition, a Deep Neural Network (DNN) model was created using an MLPClassifier.
The model consists of a hidden layer with 100 units and a random_state value of 42. The
DNN model was run for a total of 100 epochs. The Gradient Boosting classifier (GBC) was
presented with 100 estimators and a random_state value of 42. During the implementation
of the standard feature set F1, it is evident that the Random Forest classifier outperforms
the other models employed in this study in PDF maldoc identification. An accuracy of
96.82% is observed from the Random Forest, making it the top-performing model.

After analyzing the performance of the other classifiers, the second-highest accuracy of
96.59% is noticed for the C5.0 classifier in identifying malicious PDFs. Nevertheless,
the SVM classifier exhibited relatively inferior performance in recognizing the fraudulent
PDFs. Conversely, the DNN, KNN, J48, GBC, and AdaBoost models achieved accuracy
rates of 96.20%, 95.77%, 96.57%, 96.49%, and 95.92%, correspondingly in detecting
malicious PDFs. In a similar vein, it can be found that when employing the standardized
feature sets F2 and F3, respectively, the Random Forest model outperforms the conventional
models with an accuracy of 96.53% and 97.19% for malicious PDF detection. Figures 5.1,
5.2, and 5.3 clearly demonstrate the comparability of the ROC curves for the classifiers
used in this work, based on the standard feature sets F1, F2, and F3 respectively.

In all of the usual set of features, the highest AUC score is exhibited for the Random
Forest model in comparison to the other classifiers utilized for malicious detection. Upon
evaluating the performance of the model, it is determined that feature set F3 is the most
efficacious among the three conventional feature sets. To validate the performance of the
Random Forest model, the model was leveraged directly to assess the significance of the
standard feature sets. The standard feature sets F1, F2, and F3 are listed in Table 5.2 along
with their respective feature importance when using the Random Forest model for PDF
malware identification. It can be determined the main characteristics of the Random Forest
model that let it perform better than the other baseline classifiers from Table 5.2. startxref,
/JS, and JavaScript are discovered as the most crucial features from F1, while the features
Optimized, Metadata Stream, and Filesize_kb, are found as the most crucial features from
F2. Furthermore, this can be determined that the three most significant features from the
feature set F3 are /JS, /JavaScript, and /Producer. Based on the performance of the Random
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5.2. CASE I

Table 5.1. A 10-fold cross-validation study of machine learning algorithms on the standard
feature sets F1, F2, and F3.

Standard
Feature Set

Model Accuracy Precision Recall F1-Score

F1 (PDFID)

AdaBoost 0.9592 0.9594 0.9592 0.9592

DNN 0.9620 0.9624 0.9620 0.9620

GBC 0.9649 0.9653 0.9649 0.9648

KNN 0.9577 0.9580 0.9577 0.9577

Random Forest 0.9682 0.9690 0.9682 0.9682
C5.0 0.9659 0.9668 0.9659 0.9658

SVM 0.8450 0.8551 0.8450 0.8437

J48 0.9657 0.9667 0.9657 0.9657

F2

(PDFINFO)

AdaBoost 0.9437 0.9439 0.9437 0.9437

DNN 0.9546 0.9556 0.9546 0.9546

GBC 0.9602 0.9611 0.9602 0.9601

KNN 0.9547 0.9549 0.9547 0.9547

Random Forest 0.9653 0.9656 0.9653 0.9653
C5.0 0.9598 0.9599 0.9598 0.9598

SVM 0.8441 0.8486 0.8441 0.8435

J48 0.9602 0.9604 0.9602 0.9602

F3

(PDF-PARSER)

AdaBoost 0.9613 0.9616 0.9613 0.9613

DNN 0.9608 0.9618 0.9608 0.9608

GBC 0.9699 0.9708 0.9699 0.9699

KNN 0.9622 0.9629 0.9622 0.9622

Random Forest 0.9719 0.9727 0.9719 0.9719
C5.0 0.9699 0.9708 0.9699 0.9699

SVM 0.8293 0.8487 0.8293 0.8266

J48 0.9698 0.9706 0.9698 0.9698
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5.2. CASE I

Table 5.2. Importance score of standard feature sets F3, F2, and F1.

Feature Set,
F3 (PDFPARSER)

Importance Feature Set,
F2 (PDFINFO)

Importance Feature Set,
F1 (PDFiD)

Importance

/JS 0.17806 Filesize_kb 0.385827 /JS 0.189384

/JavaScript 0.174966 Metadata Stream: 0.14866 startxref 0.133327

/Producer 0.098267 Optimized: 0.132621 /JavaScript 0.128817

/Size 0.079436 Pages: 0.112362 obj 0.092926

startxref 0.053516 JavaScript: 0.071808 xref 0.080607

/ProcSet 0.046 Page size:_miscsize 0.054809 endobj 0.075699

%EOF 0.043771 Tagged: 0.028214 stream 0.052136

xref 0.03762 Page size:_A4 0.0246 trailer 0.047182

/Font 0.028149 Page size:_letter 0.015741 /OpenAction 0.046888

Referencing 0.024605 Form:_none 0.009629 endstream 0.037798

/ID 0.024562 Form:_XFA 0.007045 /XFA 0.037407

/S 0.02106 Custom
Metadata:

0.00654 /Page 0.023114

/Rect 0.02038 Page rot: 0.001469 /AcroForm 0.019413

s/Widget 0.020207 Encrypted: 0.000674 /EmbeddedFile 0.016478

0.016886 UserProperties: 0 /ObjStm 0.011918

/XObject 0.016549 Suspects: 0 /AA 0.002771

/CreationDate 0.016449 /Launch 0.001869

obj 0.016161 /RichMedia 0.001168

0.015845 /Colors 0.000437

/Image 0.015456 /JBIG2Decode 0.000386

Comment 0.010286 /Encrypt 0.000274

/ModDate 0.009622

/FontDescriptor 0.008315

/Length 0.008113

/Action 0.006537

/Info 0.005279

/XML 0.003905
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5.3. CASE II

Figure 5.1. Random Forest model ROC curve comparison on the usual feature set F1.

Forest model in detecting PDF malware, it is considered to be the best model due to its
ability to make decisions based on ensemble learning, its effectiveness in high-dimensional
feature space, and its observation of the previously mentioned empirical analysis using
standard feature sets. Therefore, in order to carry out our intended experiments, we solely
use the Random Forest model in future case studies.

5.3 CASE II

This instance demonstrates the effect that the derivative set of traits has on the efficiency of
the classifier, in addition to determining the extent to which the resulting characteristics aid
in the detection of PDF malware. The results of the Random Forest classifier’s evaluation
using derived feature sets, as determined by 10-fold cross-validation, are presented in Table
5.3. The results unequivocally indicate that the performance of the model was significantly
enhanced by the derived feature set in comparison to the conventional feature sets. A
marginal improvement of approximately 2% in the classifier’s accuracy is observed while
the derived feature set F ′

1 is employed in lieu of the typical feature set F1. In a similar
fashion, the performance enhancement of the classifier, as exemplified by the other derived
sets of features F ′

2 and F ′
3, remains consistent. Conversely, the classification report for

the derivative set of features F ′
3 is the most accurate, with the classifier achieving 98.90%

precision in identifying PDF malware.

In order to evaluate the relevance of the derived features, the classifier was leveraged to
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5.4. CASE III

Figure 5.2. Random Forest model ROC curve comparison on the usual feature set F2.

calculate the importance score of the features for each derived feature set F ′
1, F

′
2, and F ′

3,
respectively. The importance score of the derived feature sets is highlighted in Table 5.4,
which plainly demonstrates the value of the derived features and their contributions to
the detection process. The feature Headerlength has the highest contribution among all
the generated feature sets, as can be noticed from the findings. Specifically, the attribute
Headerlength assists 28.19%, 34.15%, and 30.85% respectively, when F ′

1, F ′
2, and F ′

3 are
used for classification activities.

Similarly, an additional significant developed feature, Malicecontent, ranks among the
top three most significant features among those in the derivative set of features F ′

1 and F ′
2,

contributing 12.6‘% and 17.10%, respectively, to the classification effort. Upon analysis,
it can be found that the feature Malicecontent is in the top two significant attributes,
contributing 9.7% to the identification of PDF malware when the classifier uses F ′

3. In
addition to the Malicecontent and Headerlength derived features, it can be rarely seen
any significant assistance from other sets of derived features. However, the feature small

content provides some assistance compared to the other derived features to the classifier.

5.4 CASE III

This phase carefully observes the feature sets F ′
1, F ′

2, and F ′
3 to determine the characteristics

chosen for the final set of features. Also, the impact of incorporating the final set of traits
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5.4. CASE III

Figure 5.3. Random Forest model ROC curve comparison on the usual feature set F3.

Table 5.3. A 10-fold cross-validation-based investigation to show Random Forest classi-
fier’s performance improvement while using derived feature sets.

Feature Set F1-Score Precision Recall Accuracy

F1 (Standard) 0.9682 0.9690 0.9682 0.9682

F2(Standard) 0.9653 0.9656 0.9653 0.9653

F3(Standard) 0.9719 0.9727 0.9719 0.9719

F1’(Derived) 0.9868 0.9868 0.9868 0.9868
F2’(Derived) 0.9824 0.9825 0.9824 0.9824
F3’(Derived) 0.9890 0.9891 0.9890 0.9890

on the classifier’s effectiveness is investigated. Moreover, the importance of the ultimate
collection of features is assessed in detecting malicious PDFs.

So that the best feature groups can be found from the generated sets of features, the
procedures outlined in Algorithm 1 were adhered to. The results presented in Table 5.4 are
utilized, which displays the estimated importance score of features for each set of derived
features, ranked in order of their significance. To build subsets from the sets of derived
features F ′

1, F
′
2, and F ′

3, the features that have a feature importance score of at least 1%
were only considered. Therefore, the top 15 characteristics from the set F ′

1 were identified.
The initial feature subsets are generated by selecting the top 18 features from F ′

3 and the
top 10 features from F ′

2 that meet the specified requirement. Subsets are generated by
incrementally adding features in a sequential manner, starting from the initial feature and
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5.4. CASE III

Table 5.4. Importance score of derived feature sets F ′
3, F

′
2, and F ′

1.

Feature Set,
F3’ (PDFPARSER)

Importance Feature Set,
F2’ (PDFINFO)

Importance Feature Set,
F1’ (PDFiD)

Importance

Headerlength 0.308559 Headerlength 0.341565169 Headerlength 0.281992628

Malicecontent 0.097292 Filesize_kb 0.192103387 /JavaScript 0.155315511

/JS 0.093437 Malicecontent 0.171037759 Malicecontent 0.126014543

/JavaScript 0.082273 Metadata Stream: 0.083803166 /JS 0.113431885

/Producer 0.055951 Optimized: 0.057181587 xref 0.052227619

/Size 0.040859 Pages: 0.0405821 startxref 0.051961463

/CreationDate 0.03431 small content 0.035097756 obj 0.034711542

%EOF 0.032303 JavaScript: 0.018807386 endobj 0.029616909

startxref 0.029804 Page size:_miscsize 0.016363782 stream 0.026597245

/ProcSet 0.028089 Tagged: 0.014240093 /OpenAction 0.025362229

/ID 0.025948 Page size:_A4 0.007776304 /XFA 0.022755269

xref 0.014015 Page size:_letter 0.006177369 trailer 0.019853837

/Info 0.013927 Custom Metadata: 0.003728307 endstream 0.016040389

/Font 0.013196 contentcorrupt 0.002811481 /EmbeddedFile 0.014248542

/S 0.012968 Form:_none 0.002611641 /AcroForm 0.010383106

Referencing 0.01296 Form:_XFA 0.002316382 /Page 0.006201786

/XML 0.010976 headercorrupt 0.001100524 small content 0.004261149

/Rect 0.010309 HiddenFile 0.000976744 /ObjStm 0.003643089

/ModDate 0.009883 streamcorrupt 0.000798319 /AA 0.001284778

obj 0.009521 Page rot: 0.000714061 contentcorrupt 0.001125052

/XObject 0.009186 Encrypted: 0.000206682 streamcorrupt 0.000936493

0.008798 UserProperties: 0 /Launch 0.000570549

0.007742 Suspects: 0 HiddenFile 0.000351583

/Widget 0.006901 /RichMedia 0.000341436

small content 0.006212 /Encrypt 0.000328662

/Image 0.006063 headercorrupt 0.000241423

Comment 0.004843 /Colors 0.000112839

/Length 0.004401 /JBIG2Decode 8.8444E-05

/FontDescriptor 0.003952

/Action 0.002423

contentcorrupt 0.001105

HiddenFile 0.00084

headercorrupt 0.000505

streamcorrupt 0.000452
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5.4. CASE III

Figure 5.4. Random Forest classifier’s mean accuracy vs subset of top features from the
derivative set of features F ′

1.

continuing until the final feature is evaluated from each set of derived features for feature
subset generation.

Consequently, 15, 10 and 18 subsets are constructed from F ′
1, F ′

2, and F ′
3, correspondingly.

Additionally, we proceed with the procedure outlined in Algorithm 1 in order to assess
the efficacy of every subgroup of features and determine which of them is most suitable
for the formation of the final set of features. In Figure5.4, Figure 5.5, and Figure 5.6, the
average efficiency is emphasized that was achieved by employing the method described
above for every subset of features of F ′

1. F
′
2, and F ′

3, respectively. The representation in
Figure 5.4 shows that the model is most accurate when it uses a particular set of 11 key
characteristics from F ′

1. The average precision varies slightly among the other subgroups
of F ′

1. In an identical way, Figure 5.5 shows that the model has the highest score of 97.91%
while employing a set of 8 prominent characteristics from F ′

2.

The average precision for different subgroups of F ′
2 varies a lot. Yet, it can be seen in

Figure 5.6 that this predictor is most accurate while all 18 significant traits are used for
subset construction from F ′

3. The best subset of features from F ′
1 is thus the portion of the

set containing the most prominent 11 features, the most effective feature subgroup from
F ′
2 is the collection containing the eight most important features, and the finest subset of

features from F ′
3 is the subgroup containing the best 18 features. The union process is

34



5.4. CASE III

Figure 5.5. Random Forest classifier’s mean accuracy vs subset of top features from the
derivative set of features F ′

2.

undertaken to build the final set of features, taking into account both the uncommonness
and the commonality among the freshly found optimal subsets of features. The summary of
detected traits, which are eventually taken into consideration for the final set of features, is
shown in Table 5.5. Within the final feature set, we find 3 derivative characteristics: small

content, Malicecontent, and Headerlength. We only take into account the trait JavaScript

once (from F ′
1), in the list since it appears in each of the three derivative sets of features,

F ′
1, F

′
2, and F ′

3.

Since F ′
1 and F ′

3 have the attributes xref, startxref, and /JS, we include these just once (from
F ′
1) in the list of features of the final set of features. Particularly from F ′

1 in the final set
of features, we encounter the attributes stream, endobj,obj, /XFA, and /OpenAction. The
remaining attributes shown in Table 5.5 are exclusively seen from F ′

3, with the exception
of MetadataStream, Filesize_kb, Pages, and Optimized. In order to identify malicious
PDFs, we examine how the final set of features affects the proposed model, which is based
on 10-fold cross-validation. The classifier’s results across the various sets of features
employed in the present investigation are displayed in Table 5.7.

While contrasting the final set of features to the usual and derivative set of features, there
can be observed a significant improvement in the performance of the model. Using the
final set of features, the classifier’s greatest efficiency enhancement over the usual set of
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5.4. CASE III

Table 5.5. List of selected features of the final set of features.

Selected Features for
the Final Feature Set Feature source

/XFA
endobj
obj
/OpenAction
stream

F ′
1 Only

Pages
Optimized
MetadataStream
Filesize_kb

F ′
2 Only

%EOF
/Rect
/CreationDate
/ProcSet
/ID
/XML
Referencing
/Info
/Font
/S
/Producer
/Size

F ′
3 Only

Malicecontent
Headerlength
small content

Derived Features

/JavaScript
Common in F ′

1,
F ′
2, F

′
3

/JS
startxref
xref

Common in F ′
1,

F ′
3
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5.4. CASE III

Figure 5.6. Random Forest classifier’s mean accuracy vs subset of top features from the
derivative set of features F ′

3.

features F2 is 2.71%. In contrast, it can be seen that the classifier’s minimal performance
increase when employing the final set of features is 0.34% higher than while using the
derivative set of feature F ′

3. Nevertheless, when it comes to detecting malicious PDFs, the
classifier performs noticeably better since it has access to the recently created final set of
features.

Figure 5.7 depicts the performance trajectory of the proposed classifier, which was evalu-
ated based on 10-fold cross-validation using the final set of features. Throughout the 6th
fold of the 10-fold cross-validation, the model exhibits an efficiency of 99.56%, while on

Table 5.7. A 10-fold cross-validation-based investigation to show Random Forest classi-
fier’s performance improvement while using the final set of features for detecting PDF
malware.

Feature Set F1-Score Precision Recall Accuracy

F1 (Standard) 0.9682 0.9690 0.9682 0.9682

F2(Standard) 0.9653 0.9656 0.9653 0.9653

F3(Standard) 0.9719 0.9727 0.9719 0.9719

F1’(Derived) 0.9868 0.9868 0.9868 0.9868

F2’(Derived) 0.9824 0.9825 0.9824 0.9824

F3’(Derived) 0.9890 0.9891 0.9890 0.9890

Final Feature Set 0.9921 0.9924 0.9924 0.9924
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5.5. CASE IV

Figure 5.7. Random Forest model’s accuracy curve on the final set of features based on
10-fold cross-validation.

the ninth fold, it has the lowest performance of 99.05%. Figure 5.8 shows the model’s log
loss trajectory at different levels of the 10-fold cross-validation. Throughout the whole
process, There is the lowest loss in the initial phase and the largest loss at the third fold.
The proposed model’s Receiver Operating Characteristics (ROC) curve for the different
phases of the validation process on the final set of features is shown in Figure 5.9. It is
observed that the proposed model has an area under the curve of 1.00 across the validation
process.

5.5 CASE IV

Within this instance, the outcomes of a PDF malware detection implementation utilizing
a combined set of features (i.e., F1 + F2 + F3 plus derivative features) are shown. The
optimal subgroup of attributes is determined based on the merged feature set using the
methodology described in CASE III. The discrepancy between this particular subset and
the final set of features is then determined. Furthermore, the effect that the most effective
set acquired within this instance has on the performance of classification is investigated.
Furthermore, the classifier’s performance is examined in the absence of the derivative set
of features when attempting to detect malicious PDFs.
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5.5. CASE IV

Figure 5.8. Random Forest model’s loss curve on the final set of features based on 10-fold
cross-validation.

Table 5.8 provides an explicit and obvious representation of the proposed classifier’s
performance using both the combined set of features with the derivative set of features and
the merged set of features without the derivative set of features. Additionally, the table
compares the effectiveness of the classifier with the final set of features. When using the
combined set of features with the derivative set of features (i.e., F1 + F2 + F3+ derived
features) to detect malicious PDFs, it can be found that the model achieved a 99.19%
detection rate. However, with no derivative set of features, the model produced a detection
rate of 97.28% for the merged set of features, or F1 + F2 + F3. Therefore, it is evident that
the derived set of features significantly improves the classifier’s performance by a minimum
of 1.91 % in the detection of malicious PDFs. On the contrary, this can be observed that
the classifier performed far more effectively when the final set of features was applied to
detect PDF malware. This is due to the fact that the combined set of features comprises
a significantly greater quantity of attributes in comparison to the final set of features. In
high-dimensional spaces, where the amount of attributes is greater, the classifier can, at
times, identify sequences in the noise instead of authentic patterns, resulting in performance
that is marginally less effective. In addition, by removing superfluous characteristics, the
classifier’s capacity to accurately classify and generalize PDF malware can be enhanced.
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Figure 5.9. Random Forest model’s ROC curve on final feature set based on 10-fold
cross-validation.

Therefore, the final set of features achieved greater precision compared to the combined
set of features by incorporating the most significant characteristics according to their
importance.

The significance of the most important traits of the combined set of features is displayed in
Table 5.9, which was acquired by leveraging the classifier’s strength. In order to build the
subset (as specified in CASE III), we began by selecting the features from the table that
have a feature importance score of at least 1%. Hence, it was only taken into account the
top ten attributes from Table 5.9 in order to get the ideal subgroups from the merged set of
features.

Next, the method described in CASE III was used for these attributes in order to construct
10 subsets. The average accuracy achieved by using the classifier on these subgroups is
shown in Figure 5.10. The subgroup made up of the top 10 traits was discovered to have the
greatest average efficiency of 98.53%. Hence, it can be determined that the feature subset
consisting of the following characteristics (/Info, Headerlength, /Producer, /JavaScript,
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Table 5.8. Effect on the performance of the Random Forest classifier for PDF malware
detection on both the feature set devoid of derived features (i.e. F1+ F2+ F3) and the
combined feature set, as determined by 10-fold cross-validation.

Feature Set F1-Score Precision Recall Accuracy

F1 (Standard) 0.9682 0.9690 0.9682 0.9682

F2(Standard) 0.9653 0.9656 0.9653 0.9653

F3(Standard) 0.9719 0.9727 0.9719 0.9719

F1’(Derived) 0.9868 0.9868 0.9868 0.9868

F2’(Derived) 0.9824 0.9825 0.9824 0.9824

F3’(Derived) 0.9890 0.9891 0.9890 0.9890

Final Feature Set 0.9924 0.9924 0.9924 0.9924
F1+F2+F3+Derived
(Combined)

0.9919 0.9919 0.9919 0.9919

F1+F2+F3 0.9728 0.9729 0.9728 0.9728

Filesize_kb, Malicecontent, /S, startxref, /ProcSet, /ID) is the most optimal subset from the
combined set of features. Evidently, there is a clear distinction in both the optimal subset
derived from the merged set of features and the final set of features. Nevertheless, it is
worth mentioning that the optimal subset obtained in this scenario does not enhance the
accuracy of the classifier in comparison to its performance with the final set of features.

Additionally, the CFS (Correlation-based Feature Selection) approach was employed to
produce the most suitable subset of features from the merged set of features in order to
verify the efficacy of the final set of features. The CfsSubsetEval feature selection technique
was utilized, employing the Best First Search algorithm, through the widely-used tool
Weka 3 [47]. The approach produces the subsequent traits as output in the best subset:
The following terms are included: Headerlength, contentcorrupt, /Encrypt, Malicecontent,
/Colours, /Action, Page size:_miscsize, Metadata Stream, Optimized, /Size, and Page
size:_A4. In a similar vein, the technique for choosing traits known as "ReliefFAttribu-
teEval" (with Ranker approach) was applied in order to generate the best possible subset
from the merged set of features utilizing Weka 3. Attributes with a minimum merit score of
1% were taken into account, and the subset of features was developed and evaluated using
the methodology described in CASE III. Lastly, using this method, it can be determined
that which subset is optimal and has the subsequent characteristics: xref, /CreationDate,
/Action, /XML, Form:_XFA, %EOF, /ModDate, /AcroForm, /Producer, small content,
/Font, /XFA, /FontDescriptor, Form:_none, Custom Metadata, /EmbeddedFile, Tagged,
Metadata Stream, Malicecontent, Optimized, Headerlength. These sets of features were
utilized with the classifier effectiveness and contrasted the outcomes in order to assess the
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5.5. CASE IV

Table 5.9. Top feature’s importance score of the combined set of features in reverse order.

Importance
Combined Feature Set
(F1+F2+F3+Derived)

0.003536077
0.00370188
0.003766663
0.003871471
0.004624181
0.004888336
0.004927339
0.005415037
0.005467207
0.005585594
0.0058075
0.005836158
0.005902468
0.006458339
0.006817359
0.007503771
0.008258587
0.009146312
0.009457851
0.017243893
0.018314721
0.020228097
0.026969307
0.093529154
0.109485574
0.122005002
0.138701347
0.149509462
0.159703144

/Length
/Page
%EOF
AcroForm
trailer
Referencing
/Font
/XFA
>>
/JS
/OpenAction
endstream
<<
/stream
Metadata Stream:
Optimized:
xref
endobj
obj
/Info
startxref
/ID
/ProcSet
/S
Headerlength
Filesize_kb
/Producer
/JavaScript
Malicecontent

final feature set’s strength. It was discovered that the model produced a success rate of
97.59% for the subset of CfsSubsetEval and 98.75% for the subset of ReliefFAttributeEval.
It is worth mentioning that the model achieved its maximum efficiency when employing
the final attribute set to identify malicious PDFs.

In general, It was discovered that the model from CASE I yielded the best accuracy of
97.19% on the usual set of features F3 whereas the classifier provided the best detection
rate of 98.90% in CASE II, utilizing the derived set of features F ′

3. The model results in
the greatest score of 99.24% using the final set of features from CASE III. The classifier
delivers the maximum success rate of 99.19% on the combined set of features with the
derived set of features from CASE IV.
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5.6. CASE V

Figure 5.10. Random Forest classifier’s mean accuracy vs top subset of features of the
combined set of features.

5.6 CASE V

This phase explains how the newly developed final set of features enhances the model’s
ability to recognise PDF malware. To assess the efficacy of the final set of features, the
Random Forest classifier was utilized to estimate the significance of the top features. This
process is represented in Figure 5.11. This image highlights the significant characteristics
and their respective contributions to the activities of the classification process. The image
demonstrates that the properties known as "Headerlength" and "Malicecontent" play a
significant role in identifying PDF malware. However, the properties of /JS and /Javascript
are equally essential for detecting fraudulent PDFs.

Every attribute within the recently constructed final set of features was scrutinized in order
to investigate the characteristics of each group of PDFs with respect to the aforementioned
characteristics within our functioning dataset. As shown in Figure 5.12, the mean score of
the derivative set of features Headerlength for innocuous files is 16.50, accompanied by a
typical variance of 12.45. In contrast, the mean score for malevolent files is 42.48, with
a typical variance of 7.28. Additionally, the illustration depicts that 75.83% of the safe
files contain titles which are similar to or shorter compared to the mean title length of the
harmless PDFs. Conversely, 89.16% of the malicious PDFs have a length of the title which
is equal to or shorter than their average title length. Nevertheless, this observation clarifies
that the average length of titles in the benign PDFs is significantly shorter than that of the
harmful ones in our operational sample. This discovery offers a possible clue for detecting
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5.6. CASE V

Figure 5.11. Feature importance score of best features from the set of final features.

PDF malware just based on the length of the PDF title. However, it is important to note that
this characteristic alone does not definitively indicate the presence of dangerous content
within a PDF. In practical situations, a clean PDF document may frequently have a lengthy
title.

The distribution of a secondary attribute called Malicecontent, which is created by examin-
ing the malice attributes in both benign and malicious PDFs, is shown in Figure 5.13. In
our pilot investigation, it can be seen that 7246 PDFs with malicious content were detected
using this feature, whereas 651 PDFs without malicious content were also classified as
such. This illustrates that dangerous PDFs mostly consist of triggering elements in contrast
to safe ones, which also indicates a possible approach for detecting malicious PDFs in
real-world scenarios. The /JavaScript attribute, which is commonly utilized by criminals
to construct malicious PDFs, is depicted in Figure 5.14 based on a thorough examination
of our operational dataset. The study reveals that over 92% of clean PDFs have minimal or
no JavaScript characteristics, whereas, among the malicious PDFs in our dataset, roughly
one-third possess this feature. The existence of this characteristic in a PDF indicates a high
likelihood of malicious behaviour. Just like the /JavaScript feature, it can be found that the
/JS feature is rarely present in safe files. However, for the malicious files, it can be noticed
that this term appears frequently.
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5.6. CASE V

Figure 5.12. Headerlength attribute distribution in the functional dataset for both malicious
and benign PDFs.

In Figure 5.15, the characteristics of the FIlesize_kb attribute are illustrated, which clearly
indicates that the mean value of the safe PDFs is significantly more than that of the
hazardous PDFs. A significant variation is observed in the safe PDF file size. Additionally,
it is pertinent to highlight that a mere 68.77 percent of the pristine PDFs possess a file
size shorter or equal to their mean size. Furthermore, there can be observed a significant
level of variability in the file sizes of the malicious PDFs, with approximately 10% of
them deviating from the average size. Also, benign PDF’s mean value for the keyword
/Size is 2.27 whereas for the fraudulent is 1.00. This highlights the criminal’s intention to
insert their payload within PDFs rather than inserting the actual contents. The metadata
attributes /Info, /CreationDate, /ID, and /Producer are frequently present in clean PDFs
but are hardly found within the fraudulent PDFs. Similarly, the clean files exhibit a higher
frequency of the MetadataStream feature compared to the malicious files.

This discovery suggests that hazardous PDFs may have a lower number of metadata
characteristics compared to clean PDFs. Figure 5.16 shows the breakdown for the object
attribute between the two PDF groups. For the safe PDF files, the average amount of
objects is 85.61, while the typical variation is a sizable 169.81. The risky PDFs, on the other
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5.6. CASE V

Figure 5.13. Malicecontent attribute distribution in the functional dataset for both malicious
and benign PDFs.

hand, have a variance of 21.89 and a relatively small average of 14.11. This observation
underscores the tendency for illicit files to contain a reduced quantity of items, as the
objective of the perpetrator is to efficiently execute their assault by constructing harmful
code using minimal resources. A consistent pattern is evident with respect to the endobj
feature, which dictates that every object definition ought to be followed by an endobj. With
a mean score of 16.50, however, there is a modest disparity in the mean size of the endobj
and obj features in harmful PDFs. Regarding the featurestream it has been observed that
harmful files employ a reduced quantity of streams when compared to legitimate files.
Attackers utilize the xref and startxref functions to evade identification. A PDF document
is shown and rendered by a reader program in the following manner: The EOF (End Of
File) marker functions as the initial reference point for reading the file and is located at
the closing of the document. The startxref will be followed by the cross-reference table’s
offset just above it. The root dictionary’s offset, which acts as the initial reference point
for the hierarchical structure (PDF file), is stored in the cross-reference table. This offset
allows for the retrieval of all items. If either the startxref or the xref components are absent,
meticulous parsers and readers will deem the document as defective. On the contrary, a
versatile reader will have the ability to explore the dictionary of the root and display the
file, similar to modern readers. Attackers can exploit the properties of %EOF to carry out
malicious activities.

From this study’s dataset, it was discovered that the traits /OpenAction and /XFA are
more prevalent in illicit PDFs compared to safe ones. Upon analysis, it was found that
clean PDFs are larger in size and have a greater number of elements than hazardous ones.
The attributes such as /S (subtype of objects or tasks), /Rect, XML, Referencing, /Font
and set of procedures or /ProcSet are more commonly observed in the safe documents
as opposed to the malicious PDFs.Furthermore, there are 5.79 mean pages in files that
are harmless and 1.44 mean pages in dangerous files. This shows that the harmful files
found within the operating data are mainly small, with one or two pages that are usually
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Figure 5.14. /JavaScript attribute distribution in the functional dataset for both malicious
and benign PDFs.

blank or have very little content. This finding suggests a possible method for spotting
questionable PDF documents. To recognize fake PDFs, the restricted relevance of the
characteristic "Optimized" was assessed and the associated feature "small content" over
our whole operating dataset.

5.7 Human Interpretation and Rule Discovery

The explanation regarding the results of the Random Forest model is investigated at this
phase, specifically its ability to forecast illicit PDF files using the final set of features.This
is accomplished by creating a decision tree using one of the classifier’s estimators and
acquiring several crucial decision rules derived from the classifier’s implementation for
detecting PDF malware. In addition, explanations of the decision rules are offered to facili-
tate understanding. Figure 5.17 shows one of the decision trees from our Random Forest
classifier’s 100 estimators to analyze its effectiveness. The created decision tree explains
the classifier’s performance by reflecting the requirements of the different characteristics
from the final set of features in its vertices for recognizing benign or malicious PDFs.
Upon inspection of the resulting tree, it becomes apparent that every vertex delineates an
attribute accompanied by an acceptance criterion that divides the data points. Additionally,
every vertex provides the proportion of samples that have been processed and reached that
particular node. Also, in addition to indicating the eventual class name that has received
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5.7. Human Interpretation and Rule Discovery

Figure 5.15. Filesize_kb attribute distribution in the functional dataset for both malicious
and benign PDFs.

the largest number of votes vote, every vertex offers the relative distribution of classes of
the data points that made it to that node. The key component of the tree is indicated by
the attribute at the root node. The control moves to the left child of the root node if the
condition in the root node is true, and to the right child in the opposite case. This procedure
is repeated for all nodes until the leaf node is encountered, which signifies a decision rule
that specifies a particular class designation.

The graphical representation of the tree’s structure reveals that the Malicecontent fea-
ture is situated in the root node. This attribute establishes a criterion with the value
Malicecontent <= 0.5 that is utilized to partition the PDF examples. The criterion
specifies that the very first choice stage of the tree assesses if the current value of the
Malicecontent trait is equal to or below 0.5. It is evident that the base node processes all of
the data that is taken into account for the tree. The numbers enclosed in square brackets
represent the category dispersion at this node in a proportional fashion. The initial number
represents 49% safe instances, while the subsequent value denotes 51% malevolent class
presence across the examples that arrived at the root point. At this node, the overwhelming
preference is for the malevolent class. The hues intensify as the node approaches a state
of total benignity or malice. Likewise, the hues get brighter when the node has a more
uniform distribution of the samples within it.
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5.7. Human Interpretation and Rule Discovery

Figure 5.16. Obj attribute distribution in the functional dataset for both malicious and
benign PDFs.

One of the decision rules in Figure 5.17 states that if the values of Malicecontent, /ID, and
Headerlength satisfy the conditions (Headerlength <= 39.5 and /ID > 0.5 and Malicecontent
<= 0.5), then the sample is classified as Benign. This suggests that in the event that a
PDF example that comes from our functioning dataset has a title length of 39.5 or less,
has /ID metadata attribute and does not contain the Malicecontent attribute, the sample
is categorized as benign. An example of a decision plot produced by the Random Forest
classifier is illustrated in Figure 5.18.

This plot represents one case that meets the aforementioned decision rule and is classified as
benign. The decision plot was generated using the SHAP library, which serves to improve
the understanding of the method of decision-making by highlighting the significance of
individual features in relation to the results generated by the classification model.

The plot underscores the attributes that impact the classifier’s ability to categorize a
specific occurrence as detrimental or beneficial. Two distinct areas comprise the plot.
The characteristics denoted by the blue area situated to the vertical line’s left are those
that impact the classifier’s prognosis with respect to the benign category. The crimson
region, situated to the right of the vertical line, highlights the characteristics that impact
the classifier’s prognosis with respect to the malevolent class. Upon analysis of Figure
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5.7. Human Interpretation and Rule Discovery

Figure 5.17. A decision tree constructed from the Random Forest classifier’s estimators to
detect malicious PDF

5.18, it becomes apparent that certain attributes, namely Malicecontent, Headerlength, and
/ID, exert a substantial impact on the classifier’s prognosis, thereby providing a preference
for the benign class.

Additionally, a different decision rule can be identified that states "If the Malicecontent is
greater than 0.5, the stream is less than or equal to 24.5, the /XFA is greater than 0.5, and
the Headerlength is less than or equal to 52, then the Class is classified as Malicious". This
reveals the PDF samples that satisfy the following criteria are deemed malicious: they must
contain the Malicecontent feature, have a minimum of 24.5 streams, and have the XFA
form with a title length of no more than 52. Figure 5.19 illustrates the decision plot for
one instance of the aforementioned decision rule. It is evident that features such as /XFA,
Headerlength, Malicecontent, and stream strongly influence the classifier’s prediction for
the malicious class.

A comprehensive set of 230 decision rules was extracted out of the drawn Random
Forest classifier’s decision tree, which serves as the blueprint for PDF malware detection
predictions. In light of the fact that the model comprises one hundred estimators, we
constructed and deduced every possible decision rule out of the classifier’s decision trees in
order to dig deeper into the rules. The total number of rules for decision-making identified
in all of the decision trees generated by the classifier is illustrated in Figure 5.20. A grand
sum of 23183 rules for decision-making are deduced out of the 100 estimators utilized in
the algorithm. Additionally, the results indicate that the tree with an index of 53 yields the
most amount of decision-making rules (333), while the tree with an index of 07 returns the
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Figure 5.18. This is a visual representation of the decision plot for a specific instance
belonging to the Benign Class using SHAP values.

least amount of decision rules (162). The average variation of the total amount of rules for
decisions derived from the classifier’s decision trees is 34.11, with a mean of 231.83. This
indicates that the decision trees employ a mean of 231 rules for decision-making, which
facilitates the projections made by the Random Forest classifier.

Tables 5.10 and 5.11 display crucial rules for decision-making for identifying safe and
hazardous PDF files, correspondingly. These tables provide information on the rule’s
conditions, the total sample number that satisfies the rule, and the rule’s confidence with
the correct predictions, which indicates the frequency at which the rules are verified. Both
of these tables offer a thorough elucidation that can be readily understood by humans and
assist them in discerning between benign and malicious PDFs. Upon examining Table
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Figure 5.19. This is a visual representation of the decision plot for a specific instance
belonging to the Malicious Class using SHAP values.

5.10, it can be observed that the initial decision rule states that if the /Javascriptis not
used in a PDF sample and the length of the title is 39.5 or less, then the PDF sample is
classified as benign. From our operational dataset, the rule successfully recognizes 7154
PDFs, indicating that the rule has a confidence level of 100%. Just like the initial decision
rule, humans can easily explain and interpret all the other rules in the table to accurately
identify innocuous PDFs. In addition, we have discovered several robust rules (namely
Rule ID 2 to 8) that exhibit a confidence level of 99% to 100% and effectively encompass
a diverse set of samples for the purpose of recognizing benign PDFs. In contrast, the rules
at the bottom of Table 5.10 (specifically Rule ID 9 to 10) are shown to be less effective.
These rules have a confidence level ranging from 92% to 97% and only cover a small
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Figure 5.20. Tree index vs number of decision rules.

number of samples, making it evident that they are meant to detect clean files.

Examining Table 5.11, it is evident that for the detection of dangerous PDFs, a significantly
greater number of requirements need to be validated compared to the detection of benign
PDFs. Although faced with significant limitations, we have identified several robust rules
(namely Rule ID 1 to 5) that exhibit almost perfect accuracy in identifying thousands of
samples as malicious from the functional dataset. However, as we meticulously analyze the
decision rules in the table from 6 to 9, we discover a few less efficient rules that are only
applicable to a small subset of samples in our dataset. The decision rules of Table 5.11 can
be thoroughly discussed and interpreted, similar to the explanation provided in Table 5.10.
The first rule of Table5.11 specifies that a PDF sample is classified as malicious if it does
not have the is not optimized, /XML feature, has a file size smaller than or equal to 46.52
kilobytes but larger than 1.41 kilobytes, has a title length shorter than or equal to 63 but
longer than 39, does not include the /CreationDate feature and contains a cross-reference
table that is less than or equal to 1.5 times. The rule accurately detects 5079 fraudulent
PDF samples from the dataset.

Furthermore, the remaining decision rules in Table 5.11 can be elucidated and understood
to identify malicious PDFs. However, the judgement rules provided in Table 5.10 and
Table 5.11 are important for people to accurately categorise benign and harmful PDFs.
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Table 5.10. Random Forest classifier’s crucial decision rules for identifying safe PDF.

ID Rule conditions Total Sample Correct
Predictions

Confidence
(%)

1 If ( Headerlength <= 38.5 and /ProcSet <= 1.5 and Malicecontent <= 0.5) then 1723 1723 100

2 If (/JavaScript <= 0.5 and Headerlength <= 39.5) then 7154 7154 100

3 If (Headerlength <= 39.5 and Filesize_kb > 10.25 and
/XFA <= 0.5 and Malicecontent <= 0.5 ) then

7133 7133 100

4 If (MetadataStream > 0.5 and /ID > 0.5
and %EOF > 1.5 and Malicecontent <= 0.5 and /Producer > 0.5) then

4530 4530 100

5 If ( /Font > 0.5 and Headerlength <= 62.0 and
stream > 2.5 and %EOF <= 9.0 and obj > 6.5 and /ID > 0.5
and /XML > 0.5 and MetadataStream > 0.5 ) then

4434 4433 99.97

6 If (Malicecontent <= 0.5 and Referencing > 36.0 and /Producer <= 0.5 ) then 85 84 98.82

7 If (/ProcSet <= 1.5 and MetadataStream > 0.5 and Malicecontent <= 0.5 and
/Font > 0.5 and %EOF <= 1.5) then

411 409 99.51

8 If (Filesize_kb > 12.82 and xref > 0.5 and
/Producer > 0.5 and endobj <= 18.5 and
%EOF <= 1.5 and Malicecontent <= 0.5 ) then

819 817 99.75

9 If (/ProcSet > 0.5 and stream <= 100.5
and /Font > 45.5 and /S <= 163.5
and endobj > 76.0 and Malicecontent > 0.5 and /Producer > 0.5) then

31 30 96.77

10 If (/XFA <= 0.5 and /ProcSet <= 0.5 and /Font <= 140.5
and MetadataStream <= 0.5 and /ID > 0.5
and %EOF > 1.5 and Malicecontent <= 0.5 and /Producer > 0.5) then

13 12 92.30
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Table 5.11. Random Forest classifier’s crucial decision rules for identifying malicious PDF.

ID Rule conditions Total Sample Correct
Predictions

Confidence
(%)

1 If ( Pages <= 1.5 and /Rect <= 4.5 and Headerlength <= 57.0
and /CreationDate > 0.5 and /XFA <= 0.5
and obj <= 16.5 and obj <= 95.5 and
Malicecontent > 0.5 and /Size <= 1.5) then

1267 1267 100

2 If ( Headerlength <= 63.0 and /CreationDate <= 0.5
and Filesize_kb > 1.41 and xref <= 1.5
and Headerlength > 39.0 and Filesizekb <= 46.52
andOptimized <= 0.5and/XML <= 0.5)then

5079 5079 100

3 If (Headerlength <= 63.0 and /Info <= 0.5 and
/JS > 0.5 and Filesize_kb <= 11038.86 and
/OpenAction > 0.5 and endobj <= 62.5 and
stream <= 24.5 and Malicecontent > 0.5) then

3769 3769 100

4 If (Referencing <= 126.0 and Headerlength <= 57.0
and /S <= 372.5 and /ProcSet <= 105.0 and
/JS > 0.5 and xref <= 1.5 and Filesize_kb <= 18.27) then

5719 5717 99.96

5 If (endobj > 11.5 and Pages <= 33.5 and obj <= 76.0
and /CreationDate <= 0.5 and Malicecontent <= 0.5 and /Size <= 1.5) then

528 528 99.62

6 If (Optimized <= 0.5 and /Font <= 6.0 and Headerlength > 39.5 and
Filesize_kb > 10.25 and /XFA <= 0.5 and Malicecontent <= 0.5) then

57 56 98.24

7 If (ID <= 1.5 and /ProcSet <= 1.5 and Headerlength > 39.5
and Optimized > 0.5 and /XML <= 0.5) then

17 16 94.11

8 If (/Font > 7.0 and endobj > 25.5 and
obj > 20.0 and Headerlength > 57.0 and /OpenAction <= 0.5 and
endobj <= 62.5 and stream <= 24.5 and Malicecontent > 0.5) then

82 79 96.34

9 If (/Font > 1.5 and Filesize_kb <= 20.88 and
endobj > 62.5 and stream <= 24.5 and Malicecontent > 0.5 ) then

24 22 91.67
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5.8 Performance Comparision

In order to evaluate this research on PDF malware detection, a comparative analysis was
conducted alongside several prior studies in the identical field of study. The comparison
investigation is succinctly outlined in Table 5.12. It assesses our findings across multiple
dimensions, involving the origin of the PDF instances, the total count of materials included
in the evaluation, the tags applied to the PDFs, the instruments utilized for PDF assessment,
and the overall count of PDF attributes taken into account for the purpose of the research.
Moreover, the observed accuracy alongside the machine learning models applied during the
study. Also, the comparison incorporates decision rules and human explanations regarding
malicious PDF identification to verify whether the studies provide these or not. The
approach outlined by the researchers of [1] involved the utilization of machine learning
models to quantitatively and dynamically assess a provided PDF in order to determine its
possibly dangerous content. Using 1200 PDF files as well as the PDF evaluation instrument
PhoneyPDF, they determined the fact that the Random Forest classifier provided the most
accurate detection rate 98.6% of fraudulent PDFs.

Likewise, the Random Forest classifier was employed by the researchers in [34] to detect
fraudulent PDFs. In their pilot inquiry, PeePDF and PDFiD PDF analysis tools were
executed to a mere 1000 PDF samples to retrieve the essential elements necessary for the
classification assignment. Nevertheless, the proposed technique yielded a peak accuracy
of 97.4% in successfully accomplishing the assignment. In addition, the authors in [4]
introduced Optimizable Decision Tree, a methodology known as O-DT for the purpose
of malicious PDF identification. An accuracy of 98.84% for the proposed technique was
acquired by applying a benchmark dataset to conduct their desired tests. A dataset of
10,025 PDF samples was introduced by the study in [46], which were selected based on
their elusive attributes. In addition, a stacking learning-based ensemble classifier was
adopted by the authors, which achieved a detection accuracy of 98.69% for identifying
PDF malware. Our work surpasses the existing studies listed in Table 5.12 by effectively
analyzing a significant number of PDF samples. This is achieved through the utilization
of three sophisticated tools for extracting features, deriving crucial characteristics, and
harnessing the capabilities of the Random Forest classifier. As a result, we achieve a
significantly higher accuracy rate of 99.24% in detecting PDF malware. In addition,
based on our current understanding, none of the studies listed in Table 5.12 provide a
comprehensive human interpretation of the classifier’s performance. This includes the
visualization of a decision tree and the identification of decision rules for detecting PDF
malware.
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Table 5.12. Comparing our findings to numerous previous research investigations for malicious PDF detection.

Reference
PDF
Sample
Source

No.
of
Samples

PDF
Labels

PDF
AnalysisTools

No.
of
Features

No.
of
Derived
Features

Model Accuracy
(%)

Rule
Discovery and
Human
Interpretation

[1]/2022 Internet 1200
Malicious-629
Safe- 571

Phoney
PDF - - RF 98.6 No

[4]/2022
Evasive-
PDFMal2022 10,025

Malicious
Evasive- 5557
Benign
Evasive- 4468

- 37 - O-DT 98.84 No

[46]/2022
Evasive-
PDFMal2022 10,025

Malicious
Evasive- 5557
Benign
Evasive- 4468

- 37 - Stacking 98.69 No

[34]/2021

PersonalFiles
Contagio,
VirusTotal, 1000

Malicious-530
Clean-470,

PeePDF
PDFiD,

14 05 RF 97.4 No

This Paper

Contagio,
VirusTotal,
Evasive-
PDFMal2022

15,958

Malicious
Evasive-392
Benign
Evasive-400
Malicious- 7666
Benign- 7500

PDF-PARSER
PDFiD,
PDFINFO,

28 07 RF 99.24 Yes

57



5.9. Discussion

5.9 Discussion

A dataset was compiled including dangerous, clean, and evasive PDFs for the purpose of
malicious PDF identification. Nevertheless, only 792 elusive PDFs were included, which
accounts for around 5% of the overall samples. To mitigate the bias of the classifier, evasive
probability density samples were introduced. Additionally, the classifier’s resilience is
enhanced due to the elusive properties of the PDFs for detecting malicious PDFs. In order
to address the issue of the classifier being biased towards a specific class, it was made sure
to have a roughly equal proportion of benign and malicious PDFs. In order to examine the
PDFs and get the pertinent characteristics, three renowned and exceptionally precise tools,
PDF-PARSER, PDFINFO, and PDFiD, were employed. The purpose of utilizing these
tools was to create a robust set of features for detecting malware in PDF files by examining
several effective toolkits that guarantee the standard feature’s validity that was extracted
from the PDFs. In addition, some significant characteristics were extracted and these were
combined with the conventional features to create a consolidated feature set. The final
set of features was constructed by creating subsets from the merged set of features and
evaluating them using the model’s capabilities.

A comprehensive experimental examination was conducted of the final set of features in
order to elucidate the characteristics of the feature set. The length of the title in PDF files
is a critical factor, as malicious files often have an atypical title length in comparison to
clean ones. In addition, clean PDFs often contain metadata and structural features such as
/CreationDate, /ID, /ProcSet, /Producer, while harmful PDFs seldom have these elements.
Typically, attackers minimize the size of fraudulent files by limiting the information, pages,
typefaces, and overall size. This is done to ensure that their assaults are executed quickly
and efficiently. It can be found that the main objective of cyber criminals is to embed
malicious content, such as OpenAction files and JavaScript code, inside the structure of
PDFs in order to cause harm to the victim’s systems.

A clear and detailed analysis of the classifier’s effectiveness was provided by creating a
decision tree using one of its estimators. Additionally, several important decision criteria
were emphasized for identifying malicious and clean PDFs. Moreover, robust decision rules
can be identified which can accurately classify both types of PDFs with a confidence level
of up to 100%. These rules are capable of identifying a huge number of samples. However,
we have also observed that certain rules require a substantial number of constraints to be
satisfied, which reduces their effectiveness to some extent. Furthermore, these inadequate
regulations have the ability to precisely detect a limited number of samples while producing
a strong level of certainty. Nevertheless, the decision criteria provide a lucid comprehension
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and explanation of how the characteristics might be employed to identify PDF malware.

5.10 Limitations

For the purpose of enhancing the robustness of our classifier, evasive behaviours were
incorporated into the experimental dataset in this work. However, the effectiveness of
the classifier can be improved to better defend against sophisticated current attacks by
incorporating additional elusive PDF characteristics through a thorough examination.
In this experiment, three tools were adopted, namely PDF-PARSER, PDFINFO, and
PDFiD, to extract features. Although these tools are widely used, they are susceptible to
vulnerabilities, such as the PDFiD utility, which can be used in certain attacks. An example
of an attack is the parser confusion attack, in which fraudulent content is camouflaged
and hidden using various methods to evade detection while still being able to execute and
exploit.
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Chapter6
Conclusion

PDF has previously been employed as an increasingly common approach to spreading
malware. The document is accessed due to the consumer’s trust in this layout, and
malicious code is launched as a result of any fragility detected in the application that
interprets the file’s contents and launches code. In this way, scammers victimize users
injecting malicious PDFs into their systems. This study involved a comprehensive analysis
of malicious PDF detection. In order to accomplish this, initially, an extensive dataset
consisting of 15958 PDF examples was created. The characteristics of these samples were
carefully considered, including their non-malevolent, malicious, and evasive properties.
In addition, a technique to create a feature set was devised that is both efficient and
comprehensible. This was accomplished by extracting key attributes out of the PDF
samples from the freshly generated dataset using a variety of PDF analytics applications
(such as PDFINFO, PDF-PARSER and PDFiD). In addition, a few derived features were
identified that had been experimentally proven to be effective in PDF malware detection.
Moreover, a study on various machine learning techniques was conducted and emphasized
the efficacy of the Random Forest model, not only for performance evaluation but also
for the investigation of explainability analysis by creating decision rules. Furthermore,
a comprehensible human interpretation was provided by explaining decision rules as
well as illustrating decision plots for identifying malicious PDFs. Besides, the functions
of the attributes responsible for identifying PDF malware were elucidated and many
significant findings were highlighted that can assist in the identification of dangerous PDF
files. Ultimately, the discoveries of various cutting-edge research were compared and
emphasized significant insights from our study.
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Chapter7
Future Works

The future efforts will focus on resolving each of the restrictions observed in this study.
Complex content, such as JavaScript code, can be thoroughly examined by integrating
features from several parsers and analysis methodologies. Moreover, the current set of
features is obtained from three extraction methods, and the features utilized by the three
programs are based on insights and heuristics provided by their developers. By integrating
new sources, such as tools for generating malicious documents or conducting in-depth
analysis of harmful PDF documents, a more extensive and comprehensive collection of
features can be included. A study that can be conducted is examining the malicious PDFs’
internal text content, where attackers may conceal their dangerous program within the text
content. Furthermore, evaluating the applicability of our proposed approach across several
categories of PDF malware by examining the model’s performance against diverse forms
of PDF malware is another concern, encompassing both contemporary and sophisticated
variants. Additionally, the runtime behavior, dynamic attributes, and phishing web links of
the PDF can be utilized to conduct further analysis of suspicious documents.

Furthermore, to validate the practical efficacy, another concern is to apply the suggested
approach in simulations or real-world environments in detecting different forms of mali-
cious PDFs. In addition, exploring certificateless signcryption and proxy signcryption as
sophisticated approaches to enhance the protection of PDFs can be another future direction.
These strategies can provide extra layers of security to mitigate the threats posed by PDF
malware. Furthermore, this research can pave the way for future studies that combine
cryptographic techniques with malware detection. Furthermore, the presence of adversarial
PDF malware continues to represent a significant risk to the security of cyberspace. In
order to address such risks in the future, one of the key objectives may be to create a
data-driven intelligent method that can successfully handle adversarial PDF viruses. In
addition, releasing an extra dataset consisting exclusively of elusive PDF examples that
encompass a diverse array of methods used in cyber attacks can lead to another future
direction.
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AppendixA
The appendix presents the findings of various feature selection techniques, such as p-value,
that were applied during the experiments. Also, explains the rationale behind taking the
feature importance score of at least 0.01 (1%) to select the top features from the feature sets
F ′
1, F

′
2, and F ′

3. Next, the performance curve of our proposed Random Forest classifier is
discussed. Finally, a detailed comparative study with a few existing research is presented.

Table A.1 presents the features F ′
1, F

′
2, and F ′

3 along with their corresponding p-value. In
this table, the features whose p-value is less than 0.01 (significance less than 1%) were
considered. As the p-value suggests, the lower the p-value, the higher the relationship of
a feature with the target feature. Thus, we calculated the p-value and identified the top
features from the derived feature sets F ′

1, F
′
2, and F ′

3. Then, we followed Algorithm 1 to
generate the final feature set by taking the top features considering p-values.

Initially, we have successfully identified the top 14 features from F ′
1, the top 07 features

from F ′
2, and the top 17 features from F ′

3 as the best subset (based on Algorithm 1). Later,
we performed a union operation among the best subset of F ′

1, F ′
2, and F ′

3 and finally got 29
features in the selected feature set. The selected features are: ’Headerlength’, ’/Length’,
’/FontDescriptor’, ’Referencing’, ’/XML’, ’/Info’, ’/ModDate’, ’/Font’, ’xref’, ’obj’, ’/Pro-
ducer’, ’/CreationDate’, ’startxref’, ’small content’, ’Malicecontent’, ’%EOF’, ’/Size’,
’stream’, ’/OpenAction’, ’trailer’, ’/Page’, ’/XFA’, ’/AcroForm’, ’/ObjStm’, ’endstream’,
’Page size:_A4’, ’Optimized:’, ’Page size:_miscsize’, and ’/JavaScript’. We got 20 features
common with our final feature set, which was identified by taking the feature importance
score. Furthermore, to justify the effectiveness of the selected feature set (identified by
taking p-values), we implemented our proposed model (i.e. Random Forest Classifier)
utilizing this feature set. It was observed that the proposed model yielded an accuracy
of 98.79%, which is less than the accuracy (99.24%) observed from our final feature set.
Hence, it proves the efficacy of our final feature set, which was identified by taking the
feature importance score.
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Table A.1. p-value of derived feature set F1’, F2’, and F3’ (p-value < 0.01).

F1’ p-value F2’ p-value F3’ p-value F3’ p-value
Headerlength 0 Headerlength 0 Headerlength 0 HiddenFile 2.74149E-76

small content 0 Page size:_A4 0 /Length 0 /Rect 7.48906E-63

stream 0 Malicecontent 0 /FontDescriptor 0 /JavaScript 2.85396E-62

xref 0 small content 0 Referencing 0 /Image 1.2554E-57

startxref 0 Optimized: 0 /XML 0 /JS 1.32942E-41

Malicecontent 0 Page size:_miscsize 0 /Info 0 /ID 7.15099E-37

/OpenAction 0 JavaScript: 0 /ModDate 0 Comment 0.00968731

obj 9.97E-295 Tagged: 0 /Font 0

trailer 4.4036E-252 Metadata Stream: 0 xref 0

/Page 2.3826E-226 Custom Metadata: 0 obj 0

/XFA 6.0491E-145 Pages: 1.0896E-266 /Producer 0

/AcroForm 2.1592E-132 Filesize_kb 4.5173E-95 /CreationDate 0

/ObjStm 1.9629E-129 headercorrupt 3.95045E-89 startxref 0

endstream 4.0494E-127 HiddenFile 2.74149E-76 small content 0

endobj 1.2249E-107 Page size:_letter 7.78273E-75 Malicecontent 0

headercorrupt 3.95045E-89 Form:_none 3.64082E-69 %EOF 0

HiddenFile 2.74149E-76 /Size 0

/JavaScript 1.6098E-67 /Action 0

/JS 1.56677E-45 0

/JBIG2Decode 6.92875E-13 0

/RichMedia 1.38703E-05 /S 1.8935E-241

/AA 3.226E-05 /ProcSet 2.6729E-212

/Colors 0.008775869 /XObject 2.2909E-102

/Encrypt 0.00969423 /Widget 2.92443E-96

/EmbeddedFile 0.009566136 headercorrupt 3.95045E-89
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Figure A.1. Final feature set, accuracy by feature importance threshold.

To explain the rationale for taking the feature importance threshold as 0.01, we depicted
an illustration in Figure A.1. We empirically analyze the performance of the proposed
classifier by taking various thresholds and generating feature sets by following Algorithm 1.
From the illustration, it can be observed that whenever the feature importance threshold was
considered as 0.01 (i.e. 28 features in the final feature set), the classifier yielded the highest
accuracy of 99.24%. However, for the other cases, the feature number and performance
decreased whenever we took a greater threshold than 0.01. Nevertheless, when we took a
smaller threshold than 0.01, the number of features increased along with the classification
accuracy but they did not overpower the performance observed at threshold 0.01. Hence,
we discovered the best performance of the classifier at 0.01 and that is why we took it as
our final threshold value to select top features.

To further justify the proposed model’s performance, we illustrated the learning curve
of the model utilizing the final feature set. Figure A.2 depicts the performance curve
of the proposed classifier. It can be observed that the classifier obtained a maximum
cross-validation accuracy of 99.25% at 14362 examples. Thus, it verifies the effectiveness
of our proposed classifier for PDF malware detection.

Finally, to investigate further, we did a detailed experiment to compare our findings
with several existing works. We implemented the works of studies [1], [4], [34], [46]
,respectively. We executed these works in two phases: i) using their data with our method
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Figure A.2. Learning curve of RF on the final feature set

and ii) using our dataset but with their method.

The following tables (Tables A.2 and A.2) represent the experiments conducted to accom-
modate the queries as per the reviewer’s suggestion. Table A.2 highlights the performance
of our proposed approach implemented on the dataset of studies [1], [4], [34], and [46]
(papers that are mentioned in the presentation and also cited in the reference section here).
On the other hand, Table A.3 represents the performance of the proposed method of studies
[1], [4], [34], and [46] on our operational dataset.

As it can be noticed from Table A.2 our proposed approach yielded better accuracy than
the studies [1], [4], [34], and [46] when implementing their dataset as compared to their
original work for identifying PDF malware. Besides, in Table A.3, we executed the method
of studies [1], [4], [34], and [46] on our operational dataset. The increased performance of
studies [1], [4], [34], and [46] can be observed as compared to their original result while
utilizing our operational dataset. Overall, the above findings prove the efficacy of our
proposed approach along with the operational dataset regarding PDF malware detection in
both cases.
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Table A.2. Implementing our method utilizing the data of [1], [4], [34], [46].

Reference Dataset Implementation Accuracy
(%)

Precision
(%)

Recall
(%)

F1-Score
(%)

[1]
Malicious-629,
Safe-571

Our Method
with data of [1]

98.66 98.69 98.66 98.66

Original Study [1] - - - 98.60

[4]

Malicious
Evasive- 5557,
Benign
Evasive-4468

Our Method
with data of [4]

99.02 99.02 99.02 99.02

Original Study [4] 98.84 98.80 98.90 98.80

[34]
Malicious-530,
Clean-470,

Our Method
with data of [34]

98.50 98.50 98.50 98.50

Original Study [34] 97.40 98.40 96.70 97.50

[46]

Malicious
Evasive- 5557,
Benign
Evasive-4468

Our Method
with data of [46]

99.02 99.02 99.02 99.02

Original Study [46] 98.69 98.88 98.87 98.77

Table A.3. Implementing the method of [1], [4], [34], [46] using our dataset.

Reference Implementation Accuracy
(%)

Precision
(%)

Recall
(%)

F1-Score
(%)

Our Dataset
with Method
of [1]

0.99248 0.99248 0.99248 0.99248

Original Study [1] - - - 98.60

Our Dataset
with Method
of [4]

99.06 99.06 99.06 99.06

Original Study [4] 98.84 98.80 98.90 98.80

Our Dataset
with Method of [34]

0.99248 0.99248 0.99248 0.99248

Original Study [34] 97.40 98.40 96.70 97.50

Our Dataset with
Method of [46]

0.99241 0.99242 0.99241 0.99241

Original Study [46] 98.69 98.88 98.87 98.77
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